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Hardware Component Minimum Requirements Recommended
x86 Processor 1 GHz 2 GHz or Faster
x64 Processor 1.4 GHz 2 GHz or Faster
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Video Adapter & Monitor Super VGA 800x600 Better

Drives DVD ROM DVD ROM
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CHAPTER 2

Network Connectivity with IPv6
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Trace complete.

%aaden | pefpo Hops o 192.168.11.1 oBaaoffgoontonafopt d Ti oragiond?
$elgoontonfgbdiorcSe mcﬁc]m?orﬁmﬁfﬁmsmwm& den ISDN cﬁafugum

C:\>tracert 10.1.1.6
Tracing route to 10.1.1.6 over a maximum of 30 hops

1 2 ms 3Ims 2 ms 10.1.2.1
2 75ms 83ms 88ms 192.168.10.1
3 75ms T9ms  93ms 10.1.1.6

Trace complete.

o5 w:%m%: ﬁapﬁw cmugm?: Hop o Gu@aefam%u%c Router
(Interface) GESJFO'J:.SI agmﬁfocgogc[ﬁno%sl gcmg Tracert om tmn%aﬁag Final Destina-
on ) ol piomO s oo ooy
clp3p€ =33 T Link Gep ISDN Link 6ep Down epoudadaoaSedfsucdi oo5dlorcS
oaﬁcoo&:%osé:ma@ﬁmﬁu mScnftﬁaim*c[E Connection vqeoops :ﬂa% %
Tracert ﬁ'. Troubleshoot C\i&{}rﬁc%r.ﬂox&

C:\>tracert 10.1.1.6
Tracing route to 22.110.0.1 over a maximum of 30 hops

1 10.1.2.1 reports: Destination net unreachable.

Trace complete.

m&nﬁmmmﬁécw Gosoy Sender §Ea§sads Interface o Error[g§cos
cmﬁ&ﬂoxﬁl %6000 Hops "G oﬁlgmfﬁﬁcxﬁ#on%uémﬁ@ﬂox& o G300

Product of YOUTH




o %mﬁ%ﬁmzuﬂmnﬁu DJEO% oﬁsmﬁ@éc@qun:ﬁdu

z;r;@ge;n Command Frﬂmpt mG§ Vinylpimp.com ogé_lr;cert cifgt\?ogo'n{.ﬂu
;Jgoimségmm: Tracert google.com ﬂmﬁaﬁc{%ﬂ(ﬂmén

HOSGYPs (*) eogeddat donomcfekponcdaeory ICMP Packet 03 00899m
:)%J'HSW WSW GB}DT)BSJG')L& ::::L:Sofm m%cm:omc\\:

ﬁso’.&? Firewall ES%&J’MSI Access Control List GO BS%&G‘JLEPBNII

L

Tracert o Rotue ::ogd% GE:P:S%EGU:;@ mE:mEchpnsm Router mﬁiaﬂ&ﬁﬁ

Link GORP Loss 55:}0@ Packet Gogfg MNetwork I.atcncyo% EGUS% u?p']:n?sn &%ﬁumo
58qSeon og¥eoadom Pathping of sa0dsfyqy» [g6dlooudi

Pathping o2 [

Pathping &30 Data o opogriqeay Destination s8c3apsodeadanzaadsfgogo}
cobiafrplgt 0ohooodego) Information eogReedlgeuscl TCPIP o3saaigdcon Com-
mand Line ms?f} quﬂmnﬁn m6§é:m@§c@9qqs Source ?§ Destination Eﬂ@;‘»s?}?p}
maiaﬁo&q_ Information :;030% mﬁ@ausmﬁ&ﬂmél Gfo(ﬁms?chﬁg Pathping om
Ping ?§ Tracert Utilities ﬁﬁcu@smﬁxmr%(\)és Ggacféel(_ﬂm(ﬁu Pathping o Gf‘)c‘rg:r%t
S100p54p (Final Destination) fueepaSogicodss [gohogaqean Router iEecfndsnds
w080 Packets qpacosBatsst Hops oﬁe@gﬁmm@&m Packets qpssaediporpSfs

msg(ﬁafcﬁcumﬁwu 3?5&6@’)? agpsc[)aﬁw:'&mﬂ)rﬁ(\?cfa Packet qps 705 Router
Guide to Windows Server 2008 (MCITP)




-Bo -

705 Link @G@E‘éct.uorﬁa%téwﬁa%m)nﬁmgﬁmm@@ ooud Router 2005 Link ¥
ErrurESG.“imuS Bal)f}%mtﬁw r:a%w')go‘%m :)E%Sdc’k& mc[&\%é Command
Prompt n?agbcﬁmm? pathping -n google.com %é\?rﬁ&

s \WINDOWE \SYSTE

[racing route
TVEF & ME T mim

O 10.8.5%5
1

75 seconds...
to Here This Nodey/Link
sent = Pct  Lost/Sent = Pct Address

(=]
e

/100
£ 100
f 100
f 100

100

100
f. 100
100
100
100
100
100
100
/100

0%
0%
O%
o%
100%
%

0/ 100

o 0O

10

007100 =

0%

v

aNelel
g

0%
O
0%
0%
0%
0%

o

00/ 100

S

(=8 =]

L

f 100 =100%

"y

I MmoHomHMm W oEN

(=} & &)
-"1..\

100/ 100 =100%

Trace complete.

?;Gm?ms Command msfmés?? Ping Gep Tracer G ?S?Dc\fmfs:lgjmnm
Gm&o?m:ﬂogmmnﬂu eeomtione 8 Command ¢, Default 32q smﬁ(ﬁﬁém q 3b

G{U}OS@’)D?@JG]TOSL“GII

3qt Utilities sopaddld Pathping 0o ICMP Echo o Send cpdc305(Gaqono) Re-
sullsn% Analyze co6f8sfgfiomfgédionuSi Faom r@%soﬁ%s?cp?)gﬁlﬁecpms?ﬁcnm
Latency [g6doncSi Latency aom Packet 0o onbesepessodonbegepadopioioplatys
oRalpornfsddorcde cpcﬁmﬁ%:mﬁmg Packclrfﬁ Send nffgc%vgﬁs mrﬁicpan&nﬁﬁﬁus%
Diﬂrogn% AcknuwlcdgementEW%Ml :ﬂn%cm’; Round Trip Time (fé(\)é@ﬁ:ﬁiﬂmcﬁu
SGU?P Pathpingfjnﬁ Lantency %GSEW na%crﬁo%m Facketomcn?éa

Product of YOUTH



- Bp

et Traffic 000054028fGs Delay [s6eg00S @qW%@EJ&

Gﬁaogzémafcﬁo:ﬂ&nm Pathping ¢o Switch copcopbadscladloncdi 39a8q€ (-n)

“enpbadoosdionoSn (-n) oo Pathping o cobigeoodyndo) Router cogd) 1P Address ™G$

FeRPeofectptidgedononfibdons ppeggaficfedepr sopdSaf g IPAd-

:I‘:m"l% Name Resolution @Eﬁ@$ﬁ@?§?@t@ﬁw@8(ﬂm{.‘sl mmcx%?jmﬁm Name Resolu-
nn :ﬁLLﬂc%quqE (-n) SBwcopbied

+  Netstat ooc[Sed

Netstat &30m Network Statistics fgddorcn o€sooo TCP/IP Network Utility 69

:3:}@3: 0S Gogwméteogﬁ%Sd]mnﬁu Netstat o ma%aaafaﬁ: Protocols ?g TCP/IP
Network Connections GDSEL Information ?(_S Statistics Gcafﬁaaggﬁusﬁug&ﬂmu&l

=

Loe

B3,
B.3. A,

L
upF
upg
U
uop
uoF
unr
uny
upp
uor
U
une

Guide to Windows Server 2008 (MCITP)



- (lﬂ —

Netstat o Active Eﬁefm: TCP 9@ UDP Connections Gﬂaé :urﬁa%&lo Port
Address 63030 605(omooydSo Established cpSooosol TCP a800rc5 UDP Connec-
tions GopgE mnﬁnﬁm%r&afo? Executable Fileso% Runtime Components T§ Process ID

copo3dl ceSgeos§tdonSe 5382 Netstat o Ethernet 0010006503 Unicast S6[36
Non Unicast [géfgéi 6$005(Gs Discard Error Olgélg8eo3 Send/Receive Packets Gop Bytes
GCSO%COéE Count nﬁau:@&ﬂcx& MMI#GG:? wopodeoosdlons Netstat oo Trans-
port Layer Protocols ey 3o} 1Pv4 §€ IPv6 Feep Cunnectiﬂnsacgo%uéa BGUIM
Routing Table mcg&m I}G@)& mc[)acgn%mé: EGUI%E(.#O’)USI

Netstat n% Switch 6op§&aopSs 3o3s8edonab mqém%lct&mg Local Ad-
dresm‘:% méﬁctﬁ@@: c€s Local Address o} Ocn%fgﬁcozn&l&m? (-n) Switch o303
5 §8dorcSs §pogy Ports ccpmenfeiuatfaoqnfoony () dogopsch sBfE Pro-
cess ID Gcac%ﬂoéﬁamﬂﬁcl&ec@ (-0) n%oé‘a{mBDESMI

Product of YOUTH




PRODUCT OF YOUTH

‘ Guide to
%- ws Server 2008 MCITP

CHAPTER 3

Server Roles and Active I)irectory
Infrastructure B |




iy _CL‘[ X
ogfeotR %oboltoren Server 2008 i Roles Praeloptao’ 2o prgfgbdonSn
m&‘nmamg Active Directory Domain Services (ADDS) o? Install (\ESET:)ESM EID?

m:ﬂﬂﬁm‘;‘- Dnmaino‘é Install (\ff)ﬁt Vista Clientmef IPvﬁn? mc%zam 3§3 Domain O%
wbs§oSen g8doncdi o3 :ﬂz@qﬁ oc\%ﬂqunn&?Su

p-> Server 2008 &i Roles ssos8gp:

umo@m{u rﬁﬁaaﬁc%m Server 2008 ¢ aamSmSﬂtﬂo&mo? Roles GCS?JGE’JEI I
3 mE@qa;m&

*  Read-Only Domain Controller (RODC) 555>

% RODC 803 Domain Controller 320080 Read Only Bo3 Repdadmmdits

Active Directory Database 03 Read Only [s8diorcSu 330? mﬁc%aw%acgﬁn Pscloocd
efocnp Physical Security gfooforoBs ofiBoSqagfodopepdy poon cyboigocg dyooncd
n)él Cfmc\'gmm Domain Passwnrdsacg‘;% zﬁmﬁﬁj%wgmc?mw
b adenss soncgen foronsc Mg qSeligacgl S
rity Risks ﬁanSmoS@: Gogpapatfgomndidi e@nﬁ&yxmp m&pﬁcg.;g?a Domain Con-
ol f oS g g U Acsons g
o3 (\350$:§m MW%QS_WG({H :ﬂmwm&:yzm n&rmﬁaq&mmé:ﬂr}n 8eom
Microsoft mmét 33}03086 mfésmﬁ@ Branch Office cogsacpo’ Secure ﬁﬁqﬁ@
RODC ofcpS30m [36cloncSi 6$20305696{pagomnem RODC ofsodioded ogjfeoBf
mscoam:u Disk ms?n?m? Encrypt cpSo3 BitLocker ol Server Core o%o%coé: :m;%ﬁ%
P geodedsentontdlonudi Gfaogmﬁ?ﬁcm:mcﬁl a3do Role Distribution c§edldloncSu
9 RODC ¢ Local Administrator Rights cotconsomi Local Administrator Rights oo

Domain Administrator Rights o3 Fully Granted wcpSaontomn ms?éﬂmﬁ ::EM
g@uso:m:mo‘é sfgpomdi 8eon RODC n%aiwcﬁ:nd %2 Role Distribution qui Server
Core ‘I“’Sf@ BitLocker o%(ﬁd 0§00€n§|% uésmmfﬂmuﬁ

Product of YOUTH




Taday: writable doman controllers overyshers

Hub Sita
(Headquarters/Central site)

bowsdary of
the Aetwork

Toamarrow: read-cnly domain controllars
deployed bo tail sites

Branch Sites
(Physically Less Secure)

i cervisr or
tnested retwark

L

tig
boundary
they st

m&(ﬂ%m Writable DomainCuntroi]em%afcpo%&oae ma@raém:&ué:
G@EOBE uﬁmxeﬁc%mgﬁmo Writeable Domain Cﬂntroilern%ma.it&jl
wgfumpiogdefigqpiogt RODC dfaalffeoncpSefornafffoonrpl

i

+  Active Directory Lightweight Directory Services s2c[%-&

% ADLDS n% Windows Server 2003 oﬁsmem’g Active Directory Application
Mode (ADAM) c§ caldloruSi Gk 9pmcsensanobeoneoyciogu ADLDS a%cm
Lightweight Directory Access Protocol (LDAP) Directory Service GESQ: ci&m:) Active
Directory Domain Services (ADDS) uﬁoaffg Directory Application qpm% Support

C\?S@(ﬂO’)uSI m?éam@@mgmlcﬁ Directory Service O‘Ea}cﬁam: Application ES&:«:IO';
n}uoﬁééc} Fnres!s:ﬂ?uvfas Domain Struchrau@mﬁo}cw :no{aﬁ?a E&ﬂcm&
i}éoogmcﬁﬁl m&:&é: Buuwa-ssfmcmg DMZ s (Demilitarized Zones) BS&O)L\SI

Guide to Windows Server 2008 (MCITP)



DMZ 8o [Bsen103 Untrusted Network eogléloro) powekpaqt ::Eovafn&ﬁﬁmzl;
rfét:?c?sc?w&l Services zxin? Gozadiecd Physical ﬁfuo?os Logical Subnet o8afpom
6doncSu MM@LDS% ADDS #n@m&ﬂn&%aﬁm |
#0p0pdf36eacBaps &0 Domains 902p540050% Domain Controllers Pl ecdabdoon |

mmnﬁm?m@ ADLDS o2 Active Directory (AD) 0;[3 goontond E&ﬂmuﬁu

*  Active Directory Right Management Services e[ &

ADRMS 68 Information 603 mggﬁm:o}mﬂﬁm&n %pigomfgSdorcSi pow
mﬁ&ﬁxﬂE Objects Gogof3 SecurefgbcodondSi Email 08 céﬁ:}uo‘x*%cﬁa co58om
c%aqﬁ:;’:::& Print c:gc‘-x\‘éochna cfarﬁa:?-: Fanl.rardoi&%aqmos em@@njﬁ :ﬂo‘é?ébf-é:
coosq) Beafpaaf pown 2580 Company eds 329 900 Ga0Sa 08cnGi
BR $6comcd;n 23 woapio) (§0005) Email Gl :?c\'goa@octscm Confidential
Email coged] cymﬁ@:nﬁ:’smcl:@m} Documents Gogom Qc%ﬁuo’io@nq&pﬁc*@o?
WW@W}G&E‘UM& BeSonon & Email 0m 6en8emntondeomncs
oopdiefs a-::ﬁcao:ﬂ&mﬁ: BeoaS don mﬁﬁmtfmrﬁﬁw[xﬁogym qéacﬁo&imﬁﬁ
Pposacpobagondg ooofacpkSiics dof Microsoft cmog SGoogarkRemc
@3@553:(\% :ﬂo’%uﬁgﬁ@%s Right Managgfgcnt Server 803 RMS m@@gﬁggé
g6 a%b%mxnﬁﬁc?o%nwp%?n 200§>0%0p5e Microsoft 82008
RMS #cmméa?ﬁl:mu ﬁoﬁmé: Company Gﬁam;:a‘fzﬁc?ﬁm'nﬁ&ﬂmaﬁn 20YeoN
Microsoft rrn_?&% m%&&%ﬁﬁ; Windows Server 2008 c3co méaowgﬂgcng&ﬂox&
m@&\‘é gt%\fécpoc&—y%gcm? ms?ésmﬁ Server 2008 a‘iﬁrm&”méu mﬁ@o&aé&u&
eobapocdofoor §eboraminan cybofigtymacpt socnGEngmogSicogyooep § Infor-
mation of mcg?a%mtﬁﬂcnﬁm-;ﬂ :‘En‘%ﬁﬁ'x[ﬁ Mishandling ed] ﬂ;‘ﬁ@éﬁs Ygodoonto)
Gcbacge> FEconfs oo osmbrgobocrcgs ooty
3607 RMS o5 Demand prenoraSedepr defp€ Microsoft o> % RMS 03 Windows

Server 2008 ¢o m&ﬂcnéc céméaulc%ﬁmﬂ UO%R:IEDG?& &%qcuvgmés Microsoft o

mﬁmm&ms&o%um&\?tﬁ&%n SGM(‘SGCPE::H)@G?O? RMS o? Server 2008 ¢

oémémomuuc@ q&c‘} Client Access License {CﬁL}%EWMC%Smﬂl @ 805

Product of YOUTH




ety CIS =

& n:SaH:»:ch%u
o3 comdleoneoon 2% ADRMS o 3>3mmt§§ C\aﬁcw:&:dogﬁz ??c?&:uuﬂmu&
=  Protection (?Smam:m Files ?g Templates qpm% ﬂwt@&aﬁozi Creating Rights-

Protected Files and Templates
» Rights Account Certificate Mt RMS ?Ln&nm&ﬁn%&? Licensing Rights

Protected Information

= Rights [j€omaguSeooidon Content qpeo? Decrypt 0p58epcltetalauptsador

Acquiring Licenses to Decrypt Right-Protected Content and Applying Usage Policies %
dooodn o ?moaaﬁmn? aumﬁmifg iﬁiﬁu’@mcﬁl

é 2] ADDC

Sofreurs et ury profecion (o P Betid by AD
“'ﬂmmﬂ“ﬂ“-m
8 bartwary mearly sodde.

T T S SC—
9BiogordouSt 0x00f58f6 RMS of sfmbaqfsgpicopSaporonads

§sg:»5ﬁ@an$mm 3?@:1:0 Information Author WI GT’J-L‘ISU)S?CD Informa-

tion Recipient sﬁcmgﬁmo& Author &30 Information o%a&&aﬁain pow Message 0’)3?!

Email 026p009fd€ [jopdojopt 3pmesy 8 Email m00goSnl Recipient 8800338 Email of

nxﬁiuu?ail cucﬁ.’)ougoin?cndx\)é! mm@clé&ﬁo:oel W ?ﬁa:? Author

™ Sendc\f&\%ﬁc} Maﬂn‘é n@m@&}:}n ueoccgc:mﬁ RMS moeScouf:E&ﬂomﬁu

= %-:.ﬂos 5 :20Emeon Author o AD RMS Server :ﬁmezf AD RMS n‘}omu@m}:
Guide to Windows Server 2008 (MCITP)



_ ch -
@%%Uﬁﬁlml ﬁm#ﬁu\%ﬂiw Server Boes RAC o3 Rights
Account Certificate f@ CLC :r%cﬁ‘ Client Licensor Certjﬁcateoﬁ qﬁ:p@&ﬂoxﬁl

; 300c3 305 o mm@n?aﬁamﬁ@mm?? Author o> RMS Enable [g603 Appli-
cations ﬁogn?:n:xi'nw: Files acgn'f Create nf«SE&}@ User Rights 503:0099055&0?@
m&@an Eﬁdm-tﬂl Seom RMSO? Enablcﬁ&v} Application 6momG0ded :ﬂo’f

Bmuulocﬁa‘gclﬁ IE, Office 2003/2007, Office SharePoint Server 2007 ofg @Eﬁnﬂm‘.ﬁl

o mrﬁna@:o} RMS o3 Enable3éo3 Application ™6p Keyms? Genmw:c?&%ﬁgu
G Key §€ me@a&mcpo? Encrypt codcaSdlonuS

g o5 :n?:nm@ﬁnrsmg Author o3 AD RMS TE Protect Q?Emamm Information

6003 Recipient a8 Send O.ESWI wﬁc\%@éﬁﬁrﬁ:\)&a@wﬁ? pow> Email el

o 6& Information rrﬁma‘.;.—,oaai.m ADRMS o Enable[366ax Application :ﬂ?ouicﬁ
Browser $& Information n? g@yp B6doncSu ofe0a3 3003 3@%’0305 W

¢ Account Certificate o M}E&!ﬂm& oﬁﬁoaua%c[&ma ADRMS Server o o?cgauaﬁn
ks8doncSu

G Application o2 AD RMS ScrveraB:\% r\‘?ﬁe&ﬁno?ﬁcﬁ Request L‘?SK\ESLHCO&SI

o ﬁgmdtrﬂcan AD RMS Server on Recipient o Authorized @Seutm:a%cno%
Confirm t\fﬁr_ﬂcm?m(ﬁa s:mltﬁmsﬁmﬁl a%%onm mrﬁiaam: mﬁfé:mtﬁgn?s
Ini‘nmmtinnofﬁeogmﬁoi(m mn@:ﬁ&?u?o%xwuo?c%imr @m%&m:
WMMWS‘”%&)S Information o mﬁ% upo%m:u
FeliSeoropfgbdionc

ol $dos 6 322089 Recipientoy AD RMS Server 2803 RequcstC\ESmc.aJoc{F:o&y%
Recipient a8 Send c?&\%ﬁdcmgo'm&
Product of YOUTH




i Cl(l i
@ Ssam%ncmy Recipient oo Author mm:ﬁa»ogmcm 035@585190%& Informa-
tion o oohgriepg> [§8dorcS

¢+  Active Directory Federation Services ssa[S0%:

ADFS a%crm'ﬂcm? Multiple Platforms Goan._ﬂ Windows GESES :ﬂ?uo?cﬁ Win-

dows wopdho3 Environments eprats B 3300c3 Multiple Platforms Goggn Access codfgts
o} Secure ESGmEEPfSGm%EGNSI moprolgbalgpqqf Cross Forest Authentication 6df
»fps (\E&:?:ﬁ' Active Directory O%BESES wgéo} Active Directory -303@9: Authentica-
tion cpbodagepyoadh 8 ADFS omoanuSeon; Windows Server 2003 R2 goononpSiandion
Boooiq 3e0a8 mg0ma60%; BBopfimudio) Function sopsaqpidiidooomadi
dogpdeppSiaconq BrafgplgBrocSn Federation Boxn :gmohisbs obppdramist
Entities $6903 ww@aﬁc@cpm&&ﬁm:oﬁém%h@&%& Seom
Seweroo'o)oﬁa_ﬁ Federation c\ﬁw Multiple Drganizatiansc;ogffo Deploy (?SM
Corporations o3¢0 Resources 6o3¢ Account Management 6003 Trust 3643 Share
pSen§edonci pecmafpdcl RMS Bonmeopbs 8 Federation Service megeontofey
W:@up&ﬂmﬁl BBonm mrﬁo&?mcﬁm.ﬂqn 23xg€ & ADFS eppé Bele,
Partners gogo External Third Parties GO&‘DES?? 39@335:?@031 C\tﬁﬁléocgﬁ;no; nasc&r
uﬁ?mé:rjn 0>85p5838fs€ Same Organization 0340330900090 603EGE oo
oo Fedrion syt s S
Microsoft Office Communication Server 2007 e a;o%nq%mmg Live Communica-
tion Server 2005 o%cﬁu:m& z:ﬁ?oﬁn;% Company fﬁ?m Federate c\a&%ﬁg&mﬁ@ :?o%?]'
(\xﬁgﬁ Information MM %WW Sharec?EUn
o050} Secure Communicate ac Gf)cﬁc}éuﬁv%:#cﬁoqunﬁaﬁa Company co8pom
Extranet 0389005c00fGs apcpOchse) Services f@uo&nrﬁqonccga% o Partners o8 Share
cpbeomrwcdi Seon dof DMZ Goooffn 3380 #3c@cpdeosglol Company oo Windows
SharePoint Services (WSS) of DMZ ¢ Hosts oeSuumxluuSn :ﬂa?aclsﬁmcgoﬁmc%
Company 0obgomap Partners 35030583803 Information 600} Share codelqapsenaé
JonaSi wqtorfsmadateon 8c8cpb8ep Partners om User ID € Password foa g

Guide to Windows Server 2008 (MCITP)




- e -
:@cﬁmn;aﬂ%s User ID $¢ Password a‘fa?:ﬁ: RRIpdgEa0t000103 DMZ o3an Informa-
ton cogeogebogosyafibcdonce mongocnn SeoopoBaanzogm Sl sap ADFS goorgaony
Company maac%i DMZ Domain o‘% crswi Pannmc'l Active Directory Infrastructure f{:
Federate cpbe$qomnonudt $eo % Information 6003083pSudS Partners 8an Users
6og 320305 Users ID $€ Password Goaac?amﬁmt @gﬁqﬁm: Users :ﬂ?uoeos Group
e 3 :nao‘ﬁ_c:%.ﬁ@ Active Directory cder moga@cp Security Gmupoénsogog&c%og{y}
E&ﬂmu& Q%GUCS @Mﬂmsﬁmm@%mnﬁr ADFS on Windows Server
2008 03 Enterprise Edition dyoono Datacentre Edition ogoefin [38donSi SobofserofoopSe
293Popfincd powceossé gffjdBiacts

> mpmodintal giabdeaions g §dcSofnciiiiapin G8dorS

4 Client 02 ICTReader.com ¢|, Web Server s8on Web Application 0% Access apo8
@muﬂcmﬁl 3}3(]» Web Server o :xga% Access c?ﬁ Token o?m&uﬂo'ﬁ

J Bedoy Clientox ICTReader.com ¢, Federation Server B3 gtmén%osdkmﬁl
Redimmarsﬁngouﬁc@ 3§3 Federation Server ¥ aao%q‘ Web Senrero? Access neﬁ%ﬁo?
oo3pS1eaE Access qﬁg&o:m&m List§doncSu Partner Listadh 3com »3fsé
6§00 Client e YOUTH.com oofg6egoncSs wopp303 Domain el

P 3?:;::':- ICTReader.com ci Federation Server oo Client o‘? u&ﬁ?oé Domain cSoo

Federation Server aSmc:? Token o?uié‘% Client fJ%GE’J(‘%OSmQSI

Product of YOUTH




@ 360 Client mtﬁm@éc@cﬁclﬁ YOUTH.com a?en:m ai&us Domain Sacon $eon
Chent oo Federation Server &8 Request (\J:&c\iﬁz.ﬁm(ﬁl
@ SGQ')? Federation Server on Client 3:0305 Token o? Generate atﬁt%ﬁcﬂmu&

& n?m%ﬁn Client o3 ICTReader.com EL Federation Server a&v?cus% Token (7?
YOUTH.com o6 q?pgllﬁ ESM

@ Client o ICTReader.com ?L Federation Server o8 Token o% Redirect atﬁo%ﬁﬁ

B8doncSi

o YOUTH.com 20050 Client eL Token GJTmé@t Policies :ncﬁﬁm@am Token
o? Client 30205 ICTReader.com 5050 Generate @#ﬁu’b‘xﬁu

@  ICTReader.com »oho Generate c?csgmm Token n? Client 8 Wi%t%)gtﬂﬂkﬁi
201 m?a%clsﬁg Client o2 ICTReader.com 550507 Web Server :ﬁn? Access aﬁ% To-

ken o3 ms%n'%tﬁ%&@ [g6dloncSu

?-J Server 2008 si Roles 3¢ Features o

oa%mﬁc%m Server 2008 ¢ a:mﬁcoﬁétﬂoﬁmm? Roles c;ogz:a@:&o% ﬁ&gagx

ﬁlc}:mﬂ c}ﬁdkfrq Roles aogg@ Features Gogadm mim@a&m’} mzﬁmogm&Ei:g}:
P E&ﬂmnﬁu

¢ Active Directory Certificate Services e

307607 PKI o3 Public Key Infrastructure o Manage 68 f36doacSi :ﬂa@ PKI
6ep omcdedh :ﬂmcgmstﬁg&mm(ﬁu nff@?ﬁ cu:rgogﬁ&wmcﬁa PKI8om Digital
Certificates 0?503-5?& E&no&;!l wrx&;m? PKI o Digital Certificates o% DJM
Managcng&% ma%ﬁ% E%GO%I :E&mév%r uﬂcﬁ:&g omogc?c?ﬁ-%nogtﬁ o%mgmﬁo@
Hardware o1 Software Gog: 0ReaZ! PUGSGOY! c\e&?émﬁm%cg aﬂsogmm?: om PKI
t%&ﬂm«.& 8com Server 2008 ) % PKI 0‘? Manage C\?Eﬁcp 8 Active Directory
Certificates Senficaso?crﬁwlc]jn E&ﬂcausn 43 ﬂ’E»Gr.-SmEac;cl Digital Certificates oo
Poppiqeieerpficd aotogoSuadaboffqualaBatist -

Guide to Windows Server 2008 (MCITP)



-0 -
Webedln 008 Business pb3qeant o%mé«ocrec&nﬁnm&n Transaction Goopd
c\%cic:n:ﬁ uﬁécp?;%méaoﬁf O)S?ésmﬁ{i q& Digital Certiﬁcatesn?cxgo%mm
GE10} cocheorBEgtlicons CA 803 Centification Authority ocSGoIconto} Electronic
Certificate GESLﬂmu‘SI %2 Certificate n% Security mcgcﬁmu%%nﬂmcﬁl q&?omoacﬂ
otoocdaleon Credentials o3 User Name Gl Password eogr Serial Number g€ opagewcd
Qb Message o Encrypt opS8 Public Key 601 cooddepechon Mmm.ﬁon
$6pe§53 2 Digital Certificates ofepoheoooncioncopSeotcBatio} Digital Signature ool
JoneSi

+  Dynamic Host Configuration Server =Sc=>

aponGon Clients 6opof Dynamically IP Assign nffrﬁafcpvpafltﬂo-xﬁl doncon
n?:.nSEE’E:T) m%mﬁaﬁ:mﬁdﬂngwﬁ&ﬂmﬁl TCP/IP ¢|, 3084050500 Clients
GogyPi0o003eed] Administrator o> Client mﬁn?:an&&)? IP Address W@mnﬁ As-

sign cooaomuc Jaomn apn [P Address 6opo3 Clients 6opeB mc%xa:duogao?comgxﬁn
[g6ioncSu

%  Domain Name Service 32>

9960 Domain Name 06§ [P Address mﬁ&@&&auw} Service ESM.

[ 2965 IPGeot 2965 Web Site oBogargSqBaomnfst oouS 1P ccoads cpaopmgodooicao
ofdopn gpopbecgeegon goSaotaapfiriomuydonn omubarbiggigpomodonff
freSaomcopSs open 1P §depSepacon s30ef pgfopfqpomfoipr SJorpSiocyol Name 4
IP zaﬁ:u Convert c?&wscmmam? m?cﬁacfn:_i DNS Gﬁ&ﬂmdil

+  File 3¢ Print Service 3o

opmeom Storage Management GoepbeotecSh Replication GogopSeuswad Search-
ing Gopopbeo 0igfgddondSi Beonm ooRegcusptsfa Indexing Services o3feofs ot
Service{gEFile pagpogfs oogpoffififeoterntigteodon spdSorbpmmaifiopony

Product of YOUTH




- & =

Disk Space aoan‘[!mé: Disk Quuta{o?u&m} [s€ 08§q5c§ qdloouu Print Service oGO
Priters o9 Print Servers 6003 Manage op8eo10) Service [§8donai

¢  Terminal Service 3o

Windows Desktop 9309p5200505 Application G003 Remote Access 0p5§E80305
B8donuSi Sagepgoeonaguororads gE18uodod Application 6030c3350) Printer§
Storage ocgmcﬁ:nﬂﬁcogo‘s Terminal Sewrrm{:@m:cﬂmﬁl

+  Internet Information Server s3c>s
opmeony Web Server ?E Web Services Goamcgﬁﬁ&ﬂo}:.&

+  HyperV S

Hyper V o Server Virtualization ncaﬁSdm«.& GEs03 aotofeen o Tammém?m

W&m 23cBqqE Windows Update 6305065900208 Update cpbom
Hyper V o‘E Install cxeSm:u? :}_t.ﬂcrmsl

+  Bitlocker Drive Encryption 3o

opencopds Features kSaprdfin glrom Security %005 Hard Disk orb9aea’
Encryptoﬁem%&ﬂcm&

+  Group Policy Management s3ox>

oponcopds Features BSDEP“‘@' Group Policy Objects Gog03 Management oo
200b B&.ﬂmo& ago?cpo&?&&n mﬁa%mms?mfﬁ mécmm:.ﬂm!.ﬁl

+  SMTP Server s3c2s

oo E-Mail Services noarﬁ E&.ﬂow&

Guide to Windows Server 2008 (MCITP)




= 0‘} =
+ Failover Clustering =3co>

agon High Availability [seent Server Gogaaapifsa} 36ed 3050 [gddiorudi
o aggfeofecgom Server Roles cegaden AD DS o3 (Git 2o€o§eocnbamcsd
Install coSfger [g8oncdn dafopt 3de? oancons 960meensodd Features 60303
Install cpSgqEqEoncSemaegopbaued ona} wpeiplgdecds
o8 Bigo Server Managem%agﬁcw oaSmepazsqecdBeon Administrative Tools
a305doncSi cemcimiraopSisteoyfodor ouSonabenfbien Features oageclodi
e poswodgo Add Features Bongdordds

= s
= o view the status of features nstalled on ths server and add or remove
é mfum il g
2] Storage o
) Features Summary H reatures Hmvrﬁj |
(~) Features: 2of 35 nstalled & [Add Features F
sm
Group Policy Management
Remote Server Administration Toois -
€| e : | ;I_I
> €% Last Refresh: 9/11/2010 1:38:27FM Configure refresh |
- - [T ‘

o % Add Features n%%r%tﬁqﬁ mrﬁmc}s:ﬂmzﬂcﬁ@mﬁn 230 OEEQS Install c\E‘S |
;ﬂf:ﬁm'} Features O%Gaﬁs Mext ()%g&‘r‘ﬂ Install mrﬁc\iy&%&ﬁmﬁl c}cﬁ@a@mﬁurﬁl}n
Eﬁu:mﬁﬂﬂmu‘in Seeonahdo anrﬁm&:@:mmg?n%mrﬁqam&

.o Domain 3& Workgroup Models soc[Ss&:

Server EHGEO‘E ma%z@: Network mﬁmﬁc:imzﬂar) nawo%cm Model | :%ufé

Product of YOUTH




Uﬁw&% c}_t.lofxﬁl Hdocon -
> Domain Model ?‘é
i, Workgroup Model a8fo3dioncS Bao ag§eorbon Domain Model §& Workgroup
Model mutgvc@c%o'n:ﬁ ﬂ&@aﬁﬁ:ﬂﬁn}smﬁﬁn 3?60’)!

umo@:-g) Domain Mﬂdﬂlﬂ? ﬁ‘l&ﬁt!mﬁl

og§6o503 Server 2008 of Domain Model $€ 320p5c9SeogEorcSaBat Active Di-
rectory Domain Services (AD DS) 880703 Install coSqdc88waSn alo‘g Directory Services
‘%‘“é’ caldloroSu niownnaﬁﬁukﬁaﬁsm? mﬁw Network T’?p} Resources
Goao?mu?s:ﬂcpg Q?Elgcf-:ﬂcﬁﬁamoﬁ Soscuwﬁﬁl q&o%iuﬁﬁmrﬁo? Information 5030%
BhscoSucoi eomacyof egbecnbdord maiippeczom apbqoiescgayafo) o
Resuumescﬁuc% ::{)x%smﬁ WGC@O% Lngjcal?é!mqmﬁoémmlcxﬁl :@dc%
Domain c%a:ﬁﬂcmﬁl oo User u#mcgcﬁscp Domain ‘1 mg.bﬁﬁs%%l Ci& Domain
:noa&a Resources (.Iplfg Information GPIQ% qﬁ:%&mﬁdcx& a%eu:ﬁ % na’flﬁl_o}
RoM Domain 0? Logging aa-ﬁcﬁo E&ﬂmu& :@3(\% Luggingc‘{é-)% Logon Services G
2$4Jor§¢ User 6og03 Domain ad¢n ?oémumm@ dgpSsznsfs€ Handle cpS6030}

Guide to Windows Server 2008 (MCITP)



£ Qq -
Senrern% Domain Cunt:mllera%oo?oﬁ Directory Server c3aakonuSu mﬁfém%[cﬁ

AD DS oo€omseom Server 2008 o‘% Domain Controller c3edifloreSy
Domainn‘% ma?ﬁm@c?m Client @ User Credentials (Username, Password)

(z‘}%{ﬁ:ﬂwm 3::?::3(\% %éc%ngo?m:ﬂ Username, Password GCBO‘E =8 DC q,
AD DS ¢o apseepahedesordioncSu ﬁc)gcxﬁa%q& Domain a?:na%ﬁ QEA}USC%JO’)QSI
3?:&:0% 373{):@3@50#:%080130% Authentication cfgaﬂ'tﬂcmﬁl

'I'.E F'E

Member Client computer
server

Client computer

Domain Controller o3¢ Active Directory Services o3 Install
nf«Scm::? Clientgpson Active Directory Services n?z:a'?s@ﬁ}r
Domain Controller m;ﬂ&aﬂ%%\)éﬁcﬁ‘m(ﬁm%

Workgroup erjeon acﬁw?écmgniﬂ Server 2008 o‘E Workgroup ¢ mSmEucSa%
AD DS n% Install(\f&ﬂtpon‘%:@:l Active Directory u-:\%:?mg]c:d:l 3?33:3“0{165‘:3 % User
Credcntialscogn? Centralized Management ut\ef:-@amguim User Credentials n‘ﬁ :.mﬁchp
(‘13&({[7:35:: 0 Locally E.‘rgGEDDO’DB&M &:m?a%@xmo? Nehvnrkooga% Workgroup
@ e300 Bjisgq 20Sonomadn scfrpEsaepacn GYegoradh dofs

qpeo00ssfg€ Server Version @003 Workgroup 326§ 025103 AD DS o3 Install pSom

Domain 3}43?@ ma%:EﬁcmgF:cﬂmmﬁl

Product of YOUTH




Windows 2008
Server

Workgroup Model 035 Server GESESI Client GBEES User Credentials
tﬂ)l()‘? Local Security Database mﬁﬁ&ﬂﬂ:mésm:@:}

?-5 Active Directory Infrastructure gSicoSigc3

Gﬂh&d@l gm&ﬂna%sm%% Active Directory E‘L Infrastructure m@:&o?&ngm:
@cr;:m& nagam&m W Active Directory &8 %c:ﬁcmcm g&km.&
GOI$M 336CO P Active Directory of} lnstaiIof:gn%nSc}naﬂ Domain oo ks8omoacSu
Seom %9 Domain s{y€omseopfeasionadeds Domain e Sites 6og§dloncSi Domain
soRqpIoGon Tree sopfgbadioononSi #8mcs Forests cogfaboononadi onenadeonep

Active Directory ¢ 3280 Logical m%s:@ﬁwoa%cxﬁl Hdem -

o Forests

N, Trees

= Domain

@ Domain Namespace o3fa6fo3dioncSy 3@3@3&%@30% 329 mEGuwpﬁ&ﬂwﬁl
+  Forests s3e

Active Directory mmoSam?ua% Forest Root Domain thx} O-G(\.)?p')cﬂcnl a‘{’t\?wnm

Guide to Windows Server 2008 (MC ITP)



_oB -

umua{mm:a Domain o> Forest Root Domain G:;r.ﬂl ﬂSﬁg:xmm’m &\%Gm oaﬁavﬁo‘%oa?
Server 2008 ¢> AD DS n‘} Install me&lcmwin G@Eﬁl :ﬂa§ ADDS n‘é Install :?Sr%n’;
oS a%.ﬂ%u ﬂa@ Dumainms? Eisatﬂ'ommcfl mmquj ADDS n‘ﬁ Install uo?ﬁccmafaﬁn

omfgagucds gEsdonabn Workgroup e 4 30ckpffsarodin AD c:?m&fi’vo@mrg Do-
main oﬁ?ﬁﬁc&mmcﬁn 338 Domain 02 First Domain Sedh :n@:: Domain G::Qmémﬁ

GOOIIDIGCON 3?3 First Domain o Forest Root Domain Js % Forest Root D{:mainm:-mﬁat

6aG§05008 Directory Components 603555&0355 m@m‘pﬁﬁﬁmé: y8ogasdonai
mﬁyé@maﬁ@ % Forest Root Domain o m§c?5c:$ui m&m’aﬂ%mg)(mf doﬁm&n
ks8dlonai defop€ GEs0} Fault Tolerence aogopdqoecdi Backup cogopdaddn deogom
g sniogn bl o oo
2000 069pf38og0iqf ReINB0ies600 Tree o1 Domain Gogaadlaso smscdiconm
Forest sms?c{» Failure (36090300 [36dloneSi

Ki ?+ﬂ

*  Tree 3¢ Domain

muSeon m&n%o% Eéﬁ%&mﬁn@cﬁ wﬁcmgcn:rsfmméa(vxﬁﬁql Seom

Product of YOUTH




f-::gafgl Namespace 2005030536603 069006050 Domain 60poopS{ie0na3 :");le
S o o 545 oo b s
SpoScoicdoseiod SSegonuSecon o3 ontffi Namespace a0 T s
YOUTH.com o% ICTReader.com a% CﬂfDOéGGgl :ﬂn‘i MNamespace o%oﬂonl YOUTH.com
Bon Tree [§6dorcSi 4o ICTReader.com oraep apcopSsd Tree fg8dorchn fedoman
Forest a%c'n Namespace 40 DiscuntiguousESG?c} Tree Gwﬁw&oéuxm%
o™ Puémmo@c%fﬁuofo%im%cﬁocm Befs8 [38esoncSclafpgtonn contsfGi
ﬂmeﬁ» 63N B0Es0n305 YOUTH.com 064 Sale. YOUTH.com BFelgSeonorcdu
poémmrﬁo?o";@n 03 Contiguous Namespace o%ciﬂ'cmﬂl Roodaeopbeforpdcalod

ICTReader.com 6§ Books.ICTReader.com .ﬁﬁa ﬁ&’wmus"
ﬁ_gmr;?mﬁaﬂ Sale.Books.ICTReader.com a@@: mﬁécwmuﬁ

38060 Pro.Books.ICTReader.com n‘%l SomondSi E@Eéc\%tﬁ ?ouémgm
o308 s0chRoNSies do Contiguous Namespace c%cd[cm:& 8607 wopo) Namespace

GCBESEC@ YOUTH.com ?g ICTReader.com o2 :13353: Tree Gogﬁ&nus:ﬁ :ﬂs@o@
skpandi 3con oppB03 Contiguous Namespace §Ee9[0303 ©6pumean Domain
sopedsopbiconfglion Tree 08p8gbdionud 8cox Tree 06350bpemeom Domain
cadocSi s_ﬁcﬁTrceccg?mﬁc\%ﬁE&m Forest sogabed conomdids $eom 00%o3pSc8od
uﬁo%’tg Forest 0o6a%pocn 338 Forest oo Tree $69§oocdi ofs Trcefsfmca:? YOUTH.com
§ ICTReader.com [g6dodSi 03 8ac00chad Tree BgorcopSaconofootdoncSi
Domain gocopdt mEEEﬁcgp?mo%&é Root Domain, Domain, Child Domain a%ﬁ:?,
oxSacon 3607 Domain oo Active Directory ¢ Administrative §sa88epaaon§iznctondy
Sn guSafgorbasdypn powqarifiasaoliu Spiofticaanfirecfsbadi Domain o
mn)és Directory Services Gtgmcgrﬁu?pﬁﬁc%a:ﬁo} mSUQmEE&ms@GM Active Di-
rectory om :@3 Domain 03310 Computer, Users, Groups ?f.mﬁ:imm Objects GCSO% Con-

tainer 3:@5?§me§mownﬁ&ﬂmc& 860% 3% Domain mS?:cngm Objects Gegom
Directory Database 0%0{}3‘)553)0%@.’0’)‘,& 3}&3:@5 Security Policies copi 3:@3»:09(\35
saontajodeogaoopSs a’emﬁ@té@cﬂmﬁn 8607 BSagsen Domain on Root Domain 6
dorcSi B8ezc5m ¢ Domain Bomfg6cocuSi Fao # Domain 6oy Namespace o

mrﬁ%&ﬂs 4 Tree mS?Gu a%cf%onm Domain amosfatqumﬁmﬁ a:@ga: Domain

Guide to Windows Server 2008 (MCITP)




- 00 -

Gcaﬁu«.& :ﬂo’% Child Domain ogcﬂﬁzmegﬁ 3150.::\3 Namespace mamrﬁméaﬁﬁcfmm
Tree mﬁ?d]u m&mcﬁmé:uu?oscmgc@ Namespace mo3spe Tree odpfadogromdh
330003 Befeps Tree 6 O)E?umgicfmom Forest [s8dJonaSy

-9 Site 99e[Fe&i8cemnSiee

o oa@aoﬁoi Active Directory Domain Services (AD DS) 055 Install t.:c\i:SaE

eqptofobopionncsiifodeono) morpimepugoloomomnfisnpicaSntegs
3@t m:gm@)&ﬁogmcmg Site, Replication $& Trust HGEOE:O%SEL{IU)@I %
ofrpliacgn moquorfFicosd Scope comqiroSoghuagacn SormBodmobfpmed
ogeoac} Ssofrpliacgem coScfimapdeopSimaifFiorndganmaifrfibdoxs

g NeworkocgomScfinopadime S opdon e
Gogumeopds Distributed g8codlondSi ?m% Distributed [366$03 Network cogwlopign
Communication WDW@W%M Seomn m@maf wpand
oo prpponsadirs i Newarkacgo oS ondons i
bspeporglep fFfFroopoSaonso Network aasseastacoraogagepmiiorosedoson
Gy ol oy Nevork o s o
6303 qsdeogom 0bgpSezmefal %MH?GE?G?O@ Gmtousglﬁ%'aﬁfom Network
rﬂ}:ﬁﬁ@«ﬂmﬁa 3?&%6&)!&50? Network 5035%13% rxa?cmgo%cm Subnet §€gfo3d)
oS $eom 3300033Esc00103 Subnet 003 Windows Server 2008 880 Active Directory
Sites & Network @:oﬁ?ﬁﬁmmﬁg@dﬁmc\% %% Subnet copmzqatiormn
Communication WW&@%@W:M sa-m? Site a%rnn%:g:)

BGG’}?U-LSI

SiteaB0 IP Subnets mﬁﬁomq&q&%&m@ﬁo} w»n?amuﬁc&m

E&ﬂmnﬁr -:;f:rﬁmﬁ?m Site C\%GE:(\%-B-:]E Network ¢, Connection 03> High Bandwidth

ES%%:M Site Tgxaogmogﬁmgoocp?pmmm Site 2690opbeco Domain bpem

Product of YOUTH




i % =
@;x% Dumainmcs?cmmé Site 06puon m@%xpxa
2 Site 8¢ Domain Site Network ¢ Physical Structure
%2 i 4 Domincncq St oo oo 3
ﬁx%c[muSI Domain qamgoagaaﬁo% Network ¢ Logical Structure @5:\33:@:

e

Multiple sites in a single domain

Single site with multiple domains

Site o?ma?ﬁﬁ&ﬁ& Active Directory ncsgsﬁn{famosmnc}m;ﬂ:ﬁmﬁmeogﬁ
e T

- Replication - Sites Gmgmaﬂ&iﬂ&ﬁa:cﬁ&n Information 6030‘? Replicate nﬁ@&@%
Active Directory 4| Directory Information 6 Up~to-Date§5Y?§ Bandwidth oﬁmﬂh&a{u

ﬁcm%&w:@hcﬁu Replicate a8ox galﬁmu:ﬁoﬁonan

] Authentication _ Sircé‘l' Information G Authentication (\E&hn @%m&mco
o :ﬁcﬁowm Site Gﬂgnﬂoﬁl?pﬁcﬂa?a Client o aﬁf:aa%a?a Domain Controllers

n%‘pﬁ: Authenticate . m%onm:& mﬁyém:-ﬁ WAN Traffic Gogn?mé:
&quﬁﬁdlc oS

Guide to Windows Server 2008 (MCITP)



= 20 -
< Active Directory-Enabled Services - NGO Sites ?g Subnets 50341 lnfmna?iun
ogaRegepga§oycdaifgtfst Client onw§sads Providers [5603 Server Bongs Ser-
vioen?nfsmeogwwl
0% 80000553 Site spafoTpEicioSogoraccnaSdff Site godSaooiicpBasmmBorpd
cmoaa%cmg Administrative Tools 6zo0000 Active Directory Sites and Services mcft?s
5o

2-C Replication ooe[Fn&ie8ecnniop

&x@a&m@ medlon Sites #émrﬁﬁmrﬁﬁmoﬁm&&mé@&kﬁn

oSty oS oSl Bepts
Replicatiun:%@ %Wm&\%m Datacoaa%cfxﬁm&féljn 3?3@6?&0)502
cobgfgbsgasnifjepdonfifaciefporiibdort spemioregomathi fgpom bedu
§ogoncfepaSordaprpferesneoiBopclosonduuordiom miopagom Felefpat
Goy Synchronize q@mmﬁ&ﬂmu& mESW:ﬁco@mz_Nemmk cﬁﬁm
Directory Data Wg@mm‘émmo Users 6080%:!3’30309 7)0&)’35?35555 mup%t
ﬁmoatﬂ 33626503 Directory Data o Network W&mmﬁoﬁsﬂfﬁﬂm

(E- p.00

: site link g
Latha site T e 5he

Product of YOUTH




—@Eo-

Seom an?agmfo? Replication o?mﬁaim@ﬁumcaaﬁwr? Active [JirecmEr q
Derectory Services moﬁau:mﬁ&ﬂmn& maw&wamcﬁe@cm? Directory Informa-
Som 6op0f User o?&méo?éﬂ aﬂopﬁ_:ﬁ%‘:‘anﬁ G&s Directory Information 63
Domain Cununllers@?mmwm 4033 Replication cedomn
Bbdonai ﬁr%c@smﬁ%ncgos 205 Replication Topology a?a%mc\}a?ano? Active Di-
m=ctory mw&\?cax;ﬂusoxéa%cm KCC WWQQLSODEM KCCaBox Knowl-
edee Consistency Checkcrﬁ&ﬂox& Gf:ogcns?m :mﬁnﬁ%x) Replication O?O%Wu&m.}
Domain 06940 ms?omca:m Domain Controllers Gceﬁcmn%qs rﬂ&oﬁa'imu Repli-
cation WW)BSM Oa%wﬁo%m Replication o% Site mgfmcg&?x\aén%a

C%pré Site :mﬁ&:ﬂ&?amés @%Ml

=9 Trust a:a@:&agamgan:

Trust e%cmm Domain %&qﬁﬁa@? Relationship U?O‘.écm)&mtomégﬁ
oS ﬁmﬁméomgm:@&mﬁs Domain 6030 User Gcgm;m@amm Do-
main ﬁO%k&cpo&%lmmc.& Authenticate cpScaonaSadiypi c?o%'mmém?c&ﬂﬁf
o?cafomﬁou mmscrgﬁg % Domain n@&;@; Domain mS?n?dl Authenticate <\3535

&‘l:m:s amﬁgctﬂl J?&\%:?GCQD? Administrator o> Domain Uﬁ?ﬁcﬁ?@s Trustcgoé“
Relationship méﬂW wmmﬁwx@w?
Mma%:&gﬁu@aph 994), Users Accounts o3 aiagozglma%l@fmg Domain Control-
hg:?pfocpoc@cc:?:?w O’)ﬁ?éﬂnw ?mﬁ’ User Account o3 Multiple Domain
Controllers Gca?m@a?caﬁﬁ;mé: #% Domain o307 Authenticate QeestorcSi con&fE
3 Trust cﬁméam&qsmﬁn%cl&m? Administrative Tools 6330050 Active Directory
Domains and Trusts msfgc\f&%cfﬂmlsu Trust n% &ncﬁéﬁ(gcﬁc:m&ﬁaqcrﬁ Information
o3 Share nesglm%rﬁ_oﬂ'x}g&ﬂcxﬁu 860 2080m Trust Relationship O?w?ésm&s?j
Security m@m@u@m@nﬁawﬁ@ﬁw@ﬁdﬂxﬁl

na%oﬁc%m:: Trust f&:oﬂmoﬁzﬁyjméma:quc@m;ﬁrﬁ () gos§dloncS =34
©%60% - (o)  Direction 3§

()  Tamsitivity %Wcmﬁn

Guide to Windows Server 2008 (MCITP)




- EJ -
%eox Direction a%:mrﬁmcﬁﬁﬁm& Direction oo uSoganagonuSopafeoniie
cfondfelponizbdorch Seoneanaigriacorcnbifieontonchs

e

530¢> Latha.com oo64g Bahan.com o} Trustoo Flow ESO’)’)ESMI % Ac-
cess cobpom & Flow Eﬁiém%musooo%&ﬂcxﬁl Bcfomm Truston Latha.com 063
Bahan.com 880} Flow [36ocd defopt Access §, Direction o> Bahan.com 006§ Latha.com
:Bnﬁ&ﬂcmﬁl %607 Bahan.com o Latha.com B Resources 6o} Access opSceps
JIgn 64005008300 Bahan.com o> Tarmwe.com o} Trust B?c;mcm:mcﬁl dafppt

Tarmwe.com & Bahan.com a8 Resources Ga03 Access qﬁc%q:gm@%m&u o860l
Tarmwe.com o Latha.com 83m R::sourccssoan% Access c?(‘}c%.»clcn::?u mc%méa%cmg
nioifa?@::’n Turst u?ﬁ(ﬂ:risn mc%cuéwfﬁam; 4 One-Way Trust ESG?{%LQGI den
Direction ﬁonﬁmn@c\%ﬂu
%o Transitivity M(Wuo& ;ancﬁoﬁom@w%sm Trust
:ﬁm;ﬁmrﬁc&mwﬁmﬂn :ﬂmc?jogms-:'e c}?@(ﬂ&ﬁgmc& Gooncoonaowd Transitivity
BgnscopSeaxt Nontransitivity o‘}ml&ﬁ':ﬁuu& wadonden One-Way Trust U%GEDE?{DL&
4 Nontransitivity O a3 m%mo%qniﬁpw&%c@aml Bahan.com 20p5 Latha.com

@& Resources upm%u;_a%tc%clmél 3§o.)t§5 Tarmwe.com ¢» Bahan.com o» Resources

Product of YOUTH N




- E? s
Bopodicqpopdh dom Nontransitivity 6o Transitivity orgeoricGoopdiaorogm
33 cINAMPeCoHHe GC\QODEé‘]_GWJ&

222

a%;m:nm ;\)&\W Transitivitmistmm&W
Bagoma Saomp ooBonbaandon ogegdfepeaqbanag afipr Domainososbiobciests
Access c?&:?:mﬂ %% Trust ogSmow?mE:s@}&mc%& Mm@mﬁﬁmmg Authentica-
tion WWW %&aﬁm Latha.com o Bahan.com o';é Trust Gumotngoms
c%qs :@3 Trustos Bahan.com aLChild Domain coaiﬁn%tn chtﬁﬁngx?)g&ﬂm‘.ﬁl gﬂm?
cho&ltf)m Turst l.i Direction mg&a:ﬁ@&;}mﬁaﬁﬁ 4 Transitivity GEStﬂmuSH
n?a%rﬁ Admin.Latha.com T§ Block.Admin.Bahan.com t.mz;q&:n& Trust Wa@&ﬂo«ﬁl
WMW Admin.Latha.com o Block.Admin.Bahan.com
7‘5 Trust Re]atiﬂnshipc?ﬁmPW Latha.com oG$ M@EM
Transitivity 92056 J¢89fg§3cJorcSn s3don Parent and Child §¢ Tree-Root Befgédonudn

o3 Saconddeef Trust socfrploioopSt Sobeodasapologs ooonoidors ogfiecsicl

Gfoogmsa%mnﬁf% Active Directory Domain Services o% Install c?ﬁﬁé@mﬁa
33:::@:3:08(5 m%m&%m@ﬁ&ﬂméu

Guide to Windows Server 2008 (MCITP)



- 89 -
?-© Active Directory o3 Install «p35%:

o3 m?cra&cnso% Active Directory Domain Services 0% Install qﬁ@ﬁq@m&
mﬁ&%ﬁDDS(ﬁ Insta]_]ue&px\ﬁtgaoa:ﬁ ca%ioﬁoﬁ Domain m@mﬁ?&%&bu&
kwum@aﬁow Windows Server 2008 63 Install naﬁ@l AD DS won€a3 Client 6
9@ ﬁo&\%&ﬁ 4 Workgmupg&ﬂmo& f@?@uﬁc}n Domain 66
AD DS o ooEefgEifgbdoncSi o3 slpesfopordSi AD Ds o} Install coSoyqesmnta

o0 Initial Configuration Task ooGg 3%;:0?38 Administrative Tools G50 Server

Manager o6g0pS8qdioncSy 8 Add Roles ¢ Click oﬁqnsgﬁcn‘{icﬁ&

@_Cu&tnmize This Server

& sonee b

S A postres

R e Rermcte Do

) 4868205006 Dialog Box aoondeSGucSi 8o myuﬁmcpon%b?a Next Button
n?mgﬁc%o&.ﬂn 48 68705005 Box or6pedloondic8§ouSs 380 0g$607503 Server 2008
¢ Install cpSec§ Roles ecgo%ﬁaun(ﬁso:cﬁbﬁﬁcﬂm&l 8eom (H&oﬁo%m Active Di-
rectory Domain Services :%w:ﬂ%c&:oum%ﬁﬁ ﬁ Nextc%&ﬁx\%ﬁ& Gf;(‘ﬁ%&:\%m&\%
cobontgfas Roles Woﬁsmwﬁﬁm

Product of YOUTH



?m:m Box mﬁfmﬁadﬁ:mcﬂﬁmﬁl % Box ?:»méa Next(%;ﬁbdn % Box n‘érf

3}35!: Install oﬁgg&ﬁo‘&&

@mmnﬂhmnsnt use the Actve Directory Doman Sarvces [netalason Wizard
{dcoromo.exe) ta make the server 8 flly finchonal dorsin controler,

Guide to Windows Server 2008 (MCITP)




G Install @a’@%ﬁqﬁa@ Gdlono’ Box ¢ Close 385805k doBqf A-E'frc
Directory Domain Services a%o} Roles n‘ém&\%ngm,ﬁl Q%GQJSWMM;
62010005 3o Active Directory Domain Services WWM
o moSomg :n?m&]mnmtzﬁ Active Directory Domian Services O?m&fxll ﬁa?ﬁnm
Forest mﬁfm&%o%ovmoﬁ&ﬂcwmu& odsfgpesfoonaS oqeants

o Run m6§ depromo.exe c%%cﬁmw

. :ﬂ-’:ﬁsymgcoﬁ Box ms?sc%n&@@o«.ﬁl s}?ﬂf: User Advance Mode Installation
oo ffimadonsBog New oo

? Plocl o Active Direc ory Domain Services Installation Wizard

i Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you instal Active Directory Domain

Services (AD DS) on this server, making the server an
Active Directory domain cortrolier. To continue, click Ne.

T M&;ﬁmmw—
e more about the additional options that are
available in advanced mode instalation.

£l

Product of YOUTH




=9

330:0 Bﬂxms?m.ﬂ'mxﬂc\%m& 133?9 w@nocpot\%lbiu Next n%w:?&%ﬁuﬁ
gmco0 Box mﬁm@io&w@wuﬁn :ﬁ?w]r.i Create a New Domain in a New Forest

Chooze a Deployment Configuration
You can create a domain controller for an exdsting forest or for a new forest,

neontralierto an edrsting dommar

FEFE e danmEi

3 6dloonod Box ¢ Forest Root Dﬂmamqiswécffacl&

i?—oﬁ @ ! Active Directory Domain Services Installation Wizard

MName the Forest Root Domain

The first domain in the forest is the forest root domain. s name is also the name of
fhe forest.

Guide to Windows Server 2008 (MCITP)



-E'ﬂ-

360‘)? Forest mSTEL umu@a}m Domain o2 Forest Root Domain BSLEU)QSI

qErdoopSBormomopSs oomuSeony Forest dropbofgbdonchn goupSolaigaSmpeoqyn
[36doouSn dof Fully Qulified Domain Name (FQDN) SeddloncSi oxonbngscissodfil
Bof Next cGopd

g jfoascigatiocces; Boxoolipediooiebecideery imppioo liSyoao]
Domain NetBIOS Name cedldorcSi spossgrupSones so€rocbanqgnfgdioncSi om
HRHBREoR wot Windows Version 356008:603¢005103 Users GogaRch Domain
Nameﬁ&.ﬂmu& ?ic\%.l FQDN ?org&aﬁo%m YOUTH.TRA c%: wsc%ﬁmo& 3?::3(%
Dot 3fsgo0pS60s07 Windows 2000 64 eqovndi defopé 80c¥eat Windows sogade
23203 Users Gogoon Domain osé Access n‘eﬁo?z:d YDUTH.TR&::%@ﬁ Access c\?5c\% 09
doper dafp3pE8cBpaope0305 Domain NetBIOS Name 63 (Dot) ododg§eosqonfyd
dono Gptﬁmﬁirn?npoémm)éu FQDN mcfm&mogmw:rﬁﬁscpu& :nﬁ'nzcxﬁoﬁg
u?pﬁwéa&:m:cﬂ’nﬁqs raa?o?oam 33%:)3 Domain (ﬁm&ga:?m(ﬂl

L]
{l‘:‘ ?-JC' @ Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of sadier versions of Windows will uze to identffy the
new domain,

G wed Box e MNext GW@»&GMM Box GO Forest ?L
Functional Level O%JJDSMM Forest Functional Level W
Forest Functional Level DEE Domain Functional Level n%mmétﬁcmmql ai»o%no:v)

Product of YOUTH




s GE -
r-'r%ccng Backward Compatible Wﬂ%&ﬂmu& cr%c-%cmm waot Active Di-
Version M@:Wm&#@&&n&ﬁ%uﬁl gn%.ﬂn og§eoBon L
tonpecortocSaBa my8acifancyben Windows Server 2008 03 Install
I BcBowcohod C\Eac%méamagmvcn@ﬁ ﬁ_ﬁmméama%w?nm Active Di-
qpicopdefiorcSn 39c0000€03 Windows Server 2008 §¢ wa€ Active Directory
%cﬁmoﬁa%t:ﬂ&mr.ﬁn :ﬂv%_sr.h Enﬁ%n oa%cnﬁom Fmesl?% Domain Fune-
Level :@cmo% oémﬁc[amﬁo @S{ﬂoxﬁl

%eox Forest Functional Level 9> Windows 2000 0> Default [48es4nfsSdoncS
3$6075%a000 Windows 2000, Windows 2003, Windows 2008 000f€agi8tdoncSi Win-
dows 2000 Functional Level o3egsc305wcSaqf Windows 2000, 2003, 2008 Domain Con-
wollers qpio3 Support pSyfédonaSn Windows 2000 mes Windows 2008 oﬁ Upgrade
23598q€ gEraBagrqenfaSilorcS S Windows 2003 o‘[iaak\?cﬁu«.ﬁa%cﬁ@mg Win-
dows 2003 & Windows 2008 Domain Controllers q:z:ry?:m Support qe&ecnfaﬁsdcxﬁl
RDp§cgS Windows 2003 26§ Windows 2008 03 Upgrade opgtorsmdymegeqgodi
3900p05eopSt Windows 2008 3degacBobecSeBqSaon Windows 2008 Domain Control-

Guide to Windows Server 2008 (MCITP)



- 200

ler U)Sa[)mém?m Support neasa‘?ﬁnﬁ&.ﬂwﬁu rx&&oﬁo%m zagéaémsﬁca:a}mém?
Lﬁ&ﬂoﬁxﬂ Gp%?‘)g Functional Level%?&@rﬁ(ﬁéﬂr_ﬂtm& 9GO W

Windows 2002 cooeffs Nextefpeosds Windows 2008 ogedef §o5 q 38gecnseornd

o m?mﬁaﬂsnﬂ':mo? Box 6o Domain Functional Level B&ﬂmnﬁi ﬁgrfméz
Windows 2002 Native oc[;cgt@s Next clgocosdh B&?GP?J Native & Mixed Lo Win-
dows 2000 cﬁsmna%ﬂ.@cm@&ﬂmcﬁu

@/ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level,

¢ -

{Mr@ Cennd‘

o Mcﬂnno} Box 07607 Additional WWSW\\)@%WUWWBH
oocSn Default 33607 DNS $€ GC 9803 Global Catalog 3os€ef3BdioncSi ogfeoBtion

umu@ca%mm Domain Conlmller@&am@:{: RODC n%xec%x@g&ﬂvx& ow«véw%t

Goxn Domain on RODC u@ﬁ%&ﬂo?an Writeable EScﬁflmﬁl G\?‘Jrﬁfiss Brach GUSTJ:)L?SO}

DC o305 RODC f36uuScffsbcladoncte Jaoypt Bogepyn RODC Rogacdonfetal3boncy
48 G :%cmm::cpn GC oo Global Catalog [s8doraS DNS eeom Domain Name

System [3édloncSn DNS o%ﬁfaogﬁ&r]n ﬁ@l&:E#&mﬂﬁ%@%mﬁgS?E&ﬂmdﬂn
Product of YOUTH




=1 Active Directory Domain Services Installation Wizard

i cantioller (FODE]

Active Directory 0 GC o3madfgdorcSi s3dmonadsleon Forest adyijos
Active Directory Objects acgmcﬁogm‘ﬂwﬁ%mmxfh 8com Users om Directory

Information coan% Forest oBga?p} Domain mmeu%og@lﬁpagag;@mc@
o DNS T&oﬁmoﬁvﬁm Warning m&e@m%@uﬁl 2% Yes Sefgpeosdi

@ Active Directory Domain Services Installation Wizard

A delmgation for this DNS server cannot be created because the
A authoritative parent zone cannot be found or it does not run
Windows DNS server, If you are integrating with an existing DNS
nfrastructure, you should manusly create a delegation to this
NS server in the parent zone to ensure reliable name resolution
mmuwmnﬁ.m,m,mmu

Do you want to conbinue?

Guide to Windows Server 2008 (MCITP)




- 20 |
G H?G&mo} Box o6om Active Directory Domain Controllers Database 0?

SorogSiocGapepofectagorfiidlonss ogocfood Nestoforfociesch

t? ?'._ﬂ @! Active Directory Domain Services Installation Wizard

Location for Database. Log Files, and SYSVOL
Specty the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

o0 Gfﬁ{ﬁms?cdcmo:) Box m@om Directory Services Restore Mode Administrator

Password E&ﬂm‘.ﬁl £ Password mg*wﬁ&im@aasfoﬁ Domain Administrator Pass-

word € oopdona Oiamﬁcmucﬁa‘%oé qdoruSa 3900 Directory Services Restor [G$epSef
GomEiwud Password o3 »peugtieson [a6doruSs

2 605008 Euxms?c&vmkv?@u&aem na&m%o%maog Insta]lcgscxﬁa%c:m%
spbgieioge G S New oo S

o p :la% Active Dircctory Domain Services o Conﬁgureom&\?&?@ E«ﬁafxﬁa?:
Buxmsfc&wﬂtsgmﬁ :@&P Finish Buuono?ﬁw 65705 Box mﬁ?m:ui\m.lc\?@ga
@St Restart aaﬁgocmmm?cs&xﬁl Restartng&n%'&ﬁ ﬂa% AD DS msanﬁzagax@l

Product of YOUTH




Guide to Windows Server 2008 (MCITP)




@/ Active Directory Domain Services Installation Wizard

e

~ Completing the Active Directory
Domain Services Installation
Wizard

| Active Directory Domain Services is now installed on this &
[ aanie puter for the domain YOUTH. TRA

is Active Directory domain controller is assgned to the
e Defauk-First-Ste-Name. You can manage sites with
he Active Directory Stes and Services administrative
ool

To close this wizard, click Finish
Back | w&l Cancel |
|

SENCH 61 Active Directory Domain Services Installation Wizard 3

3 ’(ﬁ:-mmﬂutmmwmhmmmwh
Active Directory Domain Services Installation wizard take effect.

af Bestart How L\\H g;.mﬂummw]

o3 AD DS O‘Em%mgum?saaﬂ Initial Configuration Tasks Yﬁ@ﬁanr Server Man-

ager ;o0[gdco Add Roles Bojesepyo r@?eoﬁc%m%ngﬂmm Roles qpsoffafeoncsa
lg8doncSu mmw Server 2008 o7 Domain Contoller ES:JSWJ@H AD DS o8

Gy Server :.n'}m% Domain Controller r%cﬂcﬂmuSu U}S?ésm:ﬁg na[%ms\:r% Foresm
Root Domain mﬁpﬂé@@M %9 Client 6$2:8 Domain ofr wﬁ(ﬁo&mﬁcﬁﬁ
o obfponc} soohcocGotfapomts oo

?#G?‘;P?j Network @m@w&ﬁsm&%m méum&msnﬂoisn 8eomn 9ot
Server 2008 §€ apaBaon§oSecS Vista Clientoy UTP Cross Cable §qoe005aoauobd
o5 o609 3cS0799903 Prepare opodh Vista Client 0oy IPv6 3o erfaSctonte

Product of YOUTH




= Domain &8 §3ecci3S:

umuﬁm{u Domain Controller 3603 Sewero? [Pv6 Assign cpScocS

Run Box 035 nepa.cpl W ﬁ:qﬁ DKGB’)O\

LAl or High-Speed Intemet (1)

YT TRA T
- mﬁmu.ﬂl}u MT Het...

» ma@mo@cﬁmoﬁa&mqﬁ 2% Network Icon ed Right Click $68s Proper-
nﬁc%cﬁxfh sla%moog?a@u:moﬁ Box edloondle860cSi 2% IPV6 n%calﬁ: Properties
=3eodefpd

#  IPv6 ¢ Properties Box acﬂlcmefs cﬁorﬁm:}f)@m::o?na?& Use the Following
1Pv6 Address sl [fs€ GgolgoomiodzadtEs 67ct::1 SdoSoopSaBodd Bqf Tab
Key n??&.ﬂl Subnet Prefix Length ¢ Default :no%& 64 Soonscdh ﬁuls OK W
53005 DNS Server mauméulm(ﬁn wGoseopSsq SN omcBcdaBeon aio‘ELSO’E»Em
DNS Server 36633l o3 daBqE Server soSmepdaeudalgmeonfBiagds

80064 Vista Client oc5cfendh apaReobimcocidecBls 1Pv6 Address GOt
E&.Imu‘i I 03s63203Cs Run Box ¢o ncpa.cpl §805dh Bsq€ cdlonnod Box §, Network

Connection ¢o Right Click §5d Properties c3afpdi 408 Local Area Connection Proper-
ties Box 6dleondic8guudi 38¢n 1Pv6 oBegadh Beaf Properties o385 Server or§n
“pS303sa3Eadn

Guide to Windows Server 2008 (MCITP)




‘;_)F-?D | B Local Area ¢ onnection Properties

B 8 Clent for Micmsoft Networks

B BlGoS Packet Scheduler

1 J File and Printer Sharing for Microsoft Networks
[

M 4 Intemet Protocol Version 4 (TCP/IPve)

8 -4 Link-Layer Tapology Discovery Mapper /O Driver
B*m&memw




— 2
&300500 Box om Vista Clientq), IPv6 ¢o6gsfGs Properties adfoonio} Box [g6ocSi
07§20 IPV6 Address o3 67c::1 fftcosddloncS 33 Vista Client §, IPv6 Ad-

u?aoyg 67cf::2 c%aolt.‘%)&.ﬂi Subnet Prefix Length 60 64 :03€s3conscosd
Sapepyo 006pa0cBamtqenan Prefer DNS Server 46doncSs 38eo o8an Server ¢
Address 3§cSaopSeuqyn kg€ dorcSa dgooagf Vista Client omcs Address R
Server 0%50335@5&)}(5!

o3 n?c@c[g Serverep Vista Client aep IPv6 Address cop Assign C\ES@ID&')!J@I
> Connection &Lcmxaﬁonagcpznﬁ Vista Client n6$ Servero8 Ping%rﬁaaﬁdi om
?wo?uﬂ::iu Vista Client ¢}, Command Prompt 6§ Ping 67cf:: | %ﬁcﬁcﬁ& Reply cpd
=5 sy opffeorSofequociaprcfaydorh vopobfogrodioicoopidopm sy
B oSicimefcye] bbb ool Cable o et
work Card Driver U?ED’D(T):!}OE?OSE@I :%n%amg mrﬁm«wﬁfopﬁmnfb}ﬁr

> tﬁ@«'ls Vista Client ﬂn‘imcfmo&\f&lhﬁ Vista C]ient?tMy Computer ¢ Right

Guide to Windows Server 2008 (MCITP)




S e

View basic information about yeur compaster
Windewi edition

Wimdoiat Vuks™ Ulimate

Copyright © J005 Microseft Comeration. All nights iesemved.

Fystern

hhsnid et Deil

Ratrg M'-'-'M:l:-n. Laptniemie Indm

Processor PertrumiF] Dusl-Core CPU  EX200 @ 2500MHr 250 GHz
Memory (RAM} VaLs ral

Syvtem type A2-ksk Qperating System

Comgeder name, domasns, ind werkgroup settings

Computer name Sale
Full compter namee Sale
Computer desonption: Sale
Workgroum WORESROUR

‘Windows actrsticn

Windewa i sctivated
Product I 89580-CEM-TIIN 10001 . W Changs proswc ey

LEdie gy el

o 33 Change Setting n‘é?ﬁc%ﬁa:ﬁm:ﬂ mSocﬁmuansf}?)Emﬂso} Box 6dlooncS6ecie

Product of YOUTH



i Windows uses the following information to identfy your computer
on the network:,

Computer description: | B i el
For example: “Kichen Computer” or "Mary's
Computer”.

Full computer name: Sale
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Network 1D,

To rename this computer or change its domain or

lhe ki T

You can change the name and the membership of this
computer. Changes might affect access to network resounces.
. Mo nformation '
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Windows Security

Yfou are setting a deny permissions entry. Deny entries take
precedence over allow entries, This means thatif a useris a
member of two groups, one that is allowed a permission and
another that is denied the same permission, the user is denied
that permission.
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Tools o3¢ DHCP Server o3egedl DHCPg@qu Left Pane § IPv6 Scope o} Right Click

o is & range of [P addresses assigned to computers requesting a
mic 1P address. You must create and configure a scope before dynamic
ssoes can be assigned,
dd a new scope, on the Action menu, cick New Scope.

ore information about setting up a DHCP server, ses oniing Help.

i Scope Name Box g&anogf 33&&350?03@ Scope ::oacﬁ Name §& Decription o3
%ogooégj Next g&ﬂu Scope Prefix Box cdlcoodc8&wudn

Mew Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing a
description.
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Scope Prefix
‘fou have to provide a prefix to create the scope. You also have the option of providing a
preference value for the scope.
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New Scope Wizard

TY°| A Exclusions
‘ Exclusions are addresses or a range of addresses that are not distibuted by the server.
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New Scope Wizard
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BCOpE.
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~Non Temparary Address(IANA) ———— - Temporary Address{IATA)
- Prferrad LfeTime _ nmmm :
ﬁ_ _E |c| 3__ |EI E_ r |1 E_ ]ﬂ 3 |o 3_
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New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.
The scope summary i a3 follows:
Prafoc: 67cf::2 /B4
Mon-Temporary Address Lease

Valbd Lifetime: 12 Days 0 Hours 0 Minutes
Prefered Lifetime: 8 Days 0 Hours 0 Minutes

Temporary Address Lease
Valid Lifetime: 3 Days 0 Hours 0 Minutes
Prefemad Lfstime 1 Days 0 Hours 0 Minutes
— Activate Scope Now,————

< Back Finish Cancel |
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e Edit Yew Jook Advapced ®
Organze > » ©

Name || Stats |- |+
LAN or High-Speed Internet (1) &

- 79,{(\ 480358 Ok BBroddoondBGucSs Mmd

SponpSopomn B oS o

a0y Server cgobroporommobipicongorciop: ¢olgf op)

»d3Ee aa%oﬁo%q LAN Connection (Network Card Interface)

0% Server c%zum:mc%.ﬁ am:m a:-EcE?Llemf]n Sewerou?oSoa
Local Area Connection o [$66070500051 53¢ :

uﬁaﬁ&bx&:ap%mnﬂuxoa ncpacplOWW
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comtadfBn deafeon DHCP IPv6 Scope soioiopScksopfickpasd onbgpbramifst
ServernoSeafgion DHCPv6 (DHCP for 1Pv6) gbocSoondoimapbaoBayidii Saomnom:
Client arﬁmﬁ&tﬁaga@qcm&
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2. DHCP Client c3 Configuring Fc;3FS:

o0 DHCP Server 6o Auto geoso} IP n?cluﬁm{grﬁ DHCP Client g0 (\)ét Con-
figure 0?56014‘[&.50051 33)&)??033?0308 DHCPv6 ﬁ%oﬁmnﬁ%ﬂ [Pv6 o3 Vista Client
n%mai@jn@&ﬂcxﬁl 33:0305 Vista Client ¢ Network Connection 030% Run 064 ncpa.cpl

w:o&muﬂu Network Card Interface 0"} Right Click ?5@: Properties adotsosd

Connect using:
& Reattek RTLE102E/B103E Family PCI-E Fast Ethemet NI |

Thiz connection uses the following tems:

& U Chent for Microsoft Netwarks

b BlGoS Packet Scheduler

¥ B File and Printer Sharing for Microsoft Networks
Mo

¥ -4 irtemet Protocel Version 4 (TCP/1Pvd)

B4 - Link-Layer Topology Discovery Maoper [0 Driver
M - Link-Layer Topology Discovery Responder

Description .

TCP/IP version 6. The iatest version of the intemet protocal
that provides communication across divense inteconnected
networks,

L)

i Internet Protocol TCP/IP Version 4 eep Version 6 ‘ﬁ:\%mﬁ Properites 0305&
Obtain an IP address automatically o’%o&muuﬂn »8mmeon 1Pv6 cdacor
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You can get [Pv6 settings assigned automatically if vour network supparts this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvE settings.

% Use the following IPvE address:
1PwE address!

Subnet prefix length:

Diefanrit gateiway |

f {8 Ciptain DNS server address automatically
j ) Use the following DNS server addresses:
|

Preferred DS server |

Alternate DMNS sarye

o Bsqf Vista Client o‘% Restart c?ﬁc%'ﬁdlu E%mrﬁm’:a?maﬂ Command Prompt

cﬁnﬁ@s imunligw DHCPv6 Server oogjeuso IP Address 6oy q?pg;m so&vﬁn&
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g 860 oS, !FCanﬁg%nméﬁéc%M IPv6 hdﬂress?:aaSEmc@ 1Pv6
Address 0 DHCPv6 Server majeoscdo’o) IPv6 Address $8opopdafomo DHCPY6

Serverd) Address Leases o S3o3fipScS05qE coadc85uch asmaSonigpfiacy§doncse

% pHCP

o3 gp dfqeon agseoady DHCPYE (DHCP for IPv6) 803 soCadsen{ofscopde
etpy2og8 Brsirogplenc ofotofuencop DHCPYG saafrpbicion sooncons
acSEm:m.ﬂméu @&am DHCP @cﬁmcﬁcmmﬁa?:m@mé mo&:?ogao:}?mm
Complete Network Guidemafaog&@ﬁ&mm@g ofesepogt DHCP ﬂ%@bﬂ'ﬂnﬁuﬁﬁ:
BRESa0g507 ohagcs § ogpensd soco Senacmnb
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hﬁa?mm&mg DNS T&lﬂ%&:rﬁﬁfﬁm :n&)%mr.pm% m%:w:an E&.ﬂmu&
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G:Eaxumﬂl?x\?sw puwd G afeafﬁo:m@mg&v% s&ea’n&:co:ﬁ@me& o?r:ﬁnm
:ﬂﬁrﬁﬁafmﬂcf& :EGE':E IP Address Gcgogwa{w @Wnco&tﬁmnﬁa&uﬁmm:ﬂ 1P
Address W@#‘WD@K& pow www.onlineictreader.com G&?&
SoomeelpegyhmpmcegSonSacn ef St
oS Website 0%1833415 05 IP Address %IC\%DJ’JSDSCDDN%%GM Wﬂ%tﬁmx}eﬁm
:ﬂc@q&ﬂl Seom ng%cmm 26O rg?tﬂ_crmn IP Address T&xxgs(\?aﬁmempoé
I e AR R
{mﬁ:z\gﬁ&ﬁﬂ:ﬂ méftsaemﬁoq?ngc&ﬁ} m?cﬁmfo% DNS Eadhcmrm;& Seon
rféuSm Host Name n?f{}tﬁr%ng(\ﬁﬁ DNS mmzﬁﬂ&p.ﬁa Host Name ¢}, IP Address n?g:
coscSuade Mgm@mé: cra&rnomo%%&gxﬁﬁoﬁmrﬁam%ﬁga@ﬁdcxﬁl
:ﬂoﬁﬁcm:a%cm?u?cﬁcwmimﬂu Windows Network @mﬁﬁss:ogrﬁaim:&'ia?
m6qpdomi :0065apEapdicdBo saafioretidoopbn Active Directory sopbepscdsagpangps
@:o‘? DNS G(ﬁ%ﬁ&jmél a%o%mérm: DNS uﬁfmﬁmé mmnﬁ*é:mmﬁm?@é
Active Directory Forest o‘%méamrﬁt%cla::*ém :ﬂc@:§ na?coﬁo% depromo 6ogon6ay
(\E&ﬁr:d DNS m:cx\%ncnpo&kmmwﬁt o%sowﬁgamél M&F:\m&mmw
g NS e oo rbebcenly gy
oo SresSoopPorp S momesotduarsp xrofomeyenfE
xSt s o -
ﬁ:aiwmn DNS ‘iem:m% lnstallaeﬁgmm(ﬁcﬁx ﬁmmﬁcﬁmﬁﬁmﬁo&n@c@
mﬁﬁﬁ@nﬂmﬁl D%Guag ma&ulmmc?ogaobﬁmm Complete Network Guide ms?&_p
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= DNS a%me%eggaﬁgs

DNS Server o3 Windows Server 2008 o€ DNS Server o3 Install cpbqaacgod
3:89 Server o% Static [P 0’)5?001& ODWO')? Client eogum Server 0% M
nd 3’?& Sm".'v::rf.‘\]’I IP Address n%m%z&ovxﬁ ﬁ?ﬁulmwé DNS Server IP(’?mé: GE’)&
1§ g s ol ofppacndon > oo
DNS cpbod Server ¢ 03050700003 nepa.cpl 3034fGs 1P Address 0969 c&utmmﬁaﬁ&
ag$eoBnson; 1Pvé sfconnigbodacpadelopt 67cf: ! cSoontcontelchdondSi
2 DNS Server o3 Configure opq$3e0305 Administrative Ganche Server Manager
b 9o050005fabinfod Roles of Click $0f§ opebeadies Add-Roles 03350k Box onéadionn
dc8GucSn 233en Next c3afgod
b Server Roles Page 6dloncg€ DNS agujaoob@dfe Next §5di Booto§senom

Active Directory 030ontc0o103 DNS o%ngsmémsm&»%?o&?m:&

Add Roles Wizard

ool B,
; Select Server Roles

Before YouBegn sabectone or more roles to installon this server. ;
E .w ¥ P - . Mn

DS Server L] active Drectory Certficate Services
Confirmation [ Active Directory Domain Services

oy e 1 || ] Actve Drectory Federabon Senvices
Freaxese [ Actrve Drectory Lightweight Directory Services
Resslts 0| | Actvve Drectory Rights Management Services
[[] Application Server
[£] oHCP Server
[¥] ONS Server
[] Fax Server [zl
1:] Fite Services
[] Metwork Policy and Access Services
! L] Print Services
I'l'.-:.', W B[] Terminal Services
o= | [] voo1 services
SR M [ ] Web Server (IT5)

~ 2 = ‘..l'nduws De;inwrent s-em:es

B Updat -

e
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o DNS Server Page clooooy Next 6 Confirmation Page Gloonagf Install 385

:ﬂa% DNS 0% Install 0?5011&3@&&5! mgxclssmg DNS O%mn%:ﬁ&‘%qogxt,@u

» Add Roles Wizard . 51
§ o) [ R |

E Confirm Installation Selections

_’._'_ Tl : mmhmm mmwm dick Install.
SRS ok w4 |
m (i) This server might need to be restarted after the installation complete:

2 . I .'_.._ v 1h ';\. mscw!r

‘Results Domain Name Server

The DS server rode is being installed on a domain controller, and so DG
Active Directory Domain Services,

o i e | Hext _I |: Eil
B ".-'L [ T _3:?‘1—_1,3_:-
. | DNS s3c[&aS:

DNS ::%on:ﬁmﬁ :ﬂo% ﬂstﬁﬁlogxﬁn Q%G()DS DNS 0% Configure uc?SaS m@:tlaga:%
ago%cﬁm‘mmmago%mét atefg80n esdaonsorndi oggeoro} :p00tfoic§0) Server
2008 @:ﬁm,m; DNS ?gucﬁmrﬁﬁ:maﬁ Version 6§t Oéﬁbt@):?’)x@s 28cn Updates
0{53&?30’?} mGoN L‘l&mﬂ IPv6 Addresso% Fully Support C‘?Ecrna EMU}US& Gm')Eu%

DNS m:n'x\es omad IP Address 0G§ Host Name O%c\:}és B%GBOESGU#UJQSUEOSM
:ﬂn‘E Name Resulutiunn% ealdlonaSi acm? IPN::lworkGogcjo Name Resolution aﬁéc\iyggrm
Host File o8 aadgfoiqdionud gBs Host File sogom §8pcooptoneon b cberts

oopSs Broonspanes 6§058Ceen 2005BEp Host O%Su]nﬁ Locally 238scoogoidlonas
smscdscon Windows Computer 6opgo 338 Host File océ Name Resolution 330305330383
@@: cIEé%EGoa?: ms?gi oo Network mﬁgdézf}n gp?cr} Host Name ?é mcﬁa%q:

IP Address Goamn?gcﬁsmmés mﬁa?scﬂl gmcgrﬁmc?&?s:{b?m?ﬁ@a.?:m:x%
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Hostname Spaccn‘é n@&éuﬁc%r&ﬂox& &\ﬁ& c\%oc,-cmg :m?: J M B&mm«.&:ﬂn
#% | §Esoncon Logical §¢ Physical afffsfgbdoncS Physical 8o DNS Zone 6030}
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oopbecpch DNS Client Software o mén‘%(ﬁcn ESJlmdfm %comn FQDN a%mr:- DNS
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aEEcm:%m{.nﬂu c%auaaﬁ@:.smét onmuSonbiogfcodofgiagom  technet.microsoft.com
@E&W)Gm Somg Hosts 070905 053»('3::300}9 techneta%o} Subdomain odoni 3§3m5}
microsoft a%::r':} Subdomain c3¢ofg® dlored 8 com 07993038 com @ Domain [g8dlonudu

%a07; oyfeonangomgficgonad Beon Domain §¢ Subdomain Botifgegondn DNS
mfﬁE:c%oSo? Logical §¢ Physical g ¢ Logical o3on Domain §¢ Subdomain walpscd

gEsegorigbdonude omfgécBedaBeon Microsoft o Tmod medeogst 0hoo05qE Do-
main §§ Subdomain BBreono cdadbdsged [36dioncSi Baox com, net, org Bomeom

Domain :u%uozc@ 265p516[qoqa0 TLDs - Top Level Domains § edldlonude 8eom Top

Level Domain 6o og$eoieonigt cefjeuscond oS Jﬁ!ﬁﬂ?ﬂﬁ)ﬂ) %‘fnc?mél
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LAEro

.asia

.cat

Lom

.Coop

20V

.info

mil
.mobi
JNUseum

name

net

.pro
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Air-transport industry related
Asia-Pacific region
Business related

Catalan language or culture related

Originally designated for commercial purposes, but now in wide
use for any purpose; this is the most commonly used TLD
Cooperatives as defined by the Rochdale Principles
Educational, generally limited to institutions of learning, such as 2-
and 4-year colleges and universities

U.S. government entities and agencies

Information

International organizations, offices, and programs that are en
by a treaty between two or more nations

Used by companies with jobs to advertise

United States Military

Mobile-compatible sites

Museums

Individuals, by name; registrations may be challenged if they
not by individuals, or the owners of fictional characters, in
dance with the domain’s charter

Originally designated for use by a network, but now in wide
any purpose

Originally designated for use by nonprofit organizations, but
wide use for any purpose

Professions, currently reserved for licensed doctors, a

certified public accountants
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el Internet communication services
travel Travel and tourism industry related sites

TLD Country

Au Australia

.cn Mainland China

.ca Canada

.de Germany

.5 Spain

eu European Union

uk United Kingdom

us United States

o> da Top Level Domainscwafg 005000 Gse0n ogsgsmmcﬁdﬁu a%c;ua?} codfgs
som qEigytomaeoiecy eoosooq

.z Name Resolution 2[5
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Cummunicatec\fﬁumc%ﬁw@nﬂw@ Emm? host2.microsoft.com u% c'ﬁﬂagxqﬁ
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. Microsoft § DNS soc[5&

Windows Host T’)§0§ Local DNS Software o? Resolver (\%G:Itﬂo'xﬁl

x 860 Userom Web Page 098903 Request cpdf§along 9306fp0o3 Resolver o
299c835603 Information 60} Bsags Local Cache ¢go§] saqfogpddonabu

J Cache goofqfeon Local Host File off Check coddionds

o Gf)rﬁm&og GHFNGON Remlvermmﬁ Configured ntﬁ-cmm@ ucoo%ain
oo DNS Server o803 a0050908ffgédlorcdn Microsoft oo #sa908a3 Client-to-Server
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[g8diorcSi BeBoman Website Bof 338 FQDN $€ Bch803 IP Address SBafpomigédioncSu
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legs cIE:u:m:nﬁamm DNS Server 6080% mns:ascﬁt.ﬂﬁmgmu& :ﬂn% Server-to-Server

Queries c%caﬁcxﬁu q&n%oas?éma& Recursive Queries c\%‘oéc caldonaSi :30% DHCP
q%smaé@@%@&ﬂoﬁ :J)&)G%U):S@l'mm Client-to-Server Query E%:J}Oﬁynnéﬁan
Query (\%GB’ACD’]G?SH Server-to-Server §IOYGON Queries@ﬁog)tﬁn mc%o.’::%cmg Server
:mgzzr.p@m? Query (Asking) cxa&lamrﬁan%n Beonohdion Server-to-Server Queries
epSfGicBeb0) FQDN §6c8050303 IP Address o geo DNS oBgeopdedlaacntamndcBbuudi
:ﬁcﬁpﬁa%m:‘.‘m\aéi GE’)@:D&D&EI 393 Client-to-Server QI.IJ.H'}’?% Server-to-Server Query
ﬂ@m@:ﬁsqmﬂe@oqﬁmﬁ&ﬂmﬁ

=.g DNS o3 Configure 35

DNS 0% ConﬁgweM Administrative Tools 6330507 DNS U?O&%'B& :ﬂc%‘ia

DNS Manager 6doordic88wudi orbocdengodgngn olesdlgeutconsdondbi

o0 oaﬁaoﬁc%gtga Zone Gcgzﬁ mésmog?:ﬁwcxﬁl umgaa?émm; Forwared
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Guide to Windows Server 2008 (ML‘fTF]




e HmiclEmlda.t
[ & Ons
B @ WIN-HCFEFWOTEP @ oy

The Domain hame System (DNS) allows a
AIDNS namespace to be divided into zones.
p |Each zone stores information about one or
mone conbiguous DNS domains.

To add a new zone, on the Action men,
Hchick New Zone,

{Create a new zone, ] [
) 86om New Zone Wizard edloonde8gucdi 3% Next n%:m?&.ﬁu dBcz005m
Zone Type 03 Box cdloondic8Seudn 338 Primary Zone o%&aa:ﬁ: Next 30:085c305d

New Zone Wizard

Zone Type &
The DNS server supports vanous types of zones and storage.

Select the type of zone you want to create:

{¥ Primary zone
Creates a copy of a zone that can be updated directly on this server,

" Secondary zone .
mmamvﬂamhtmmmm&ﬁwa'ﬂﬂwwm.
the processing load of primary servers and provides fault tolerance,

(" Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(50A), and passibly giue Host (A) records. A server containing a stub zone is not

[ Store the 2one in Active Directory (avaiatle only iFDNG serveris a writeable domas

caritrofler)
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DNS Data Gogo‘}cﬁ%.:ﬁqc\gus«'qams mﬁfza(\%c-sg@s :S&mcmn? DNS Zonao%
edkdoncSn 28 Zuneoiﬁnaj‘)@oa&:xﬁa%smg Dnmainmﬁi:ﬂﬁ.u)?cgmaitmﬁﬁwm Domain
qpsé Nameaog?g IP Address Goge), Information Gop dobdlonudu :ﬂn% @M?ﬁ%
Eclut&i%ls DNS Zone aﬁ}cm Global Domain Name System ELCS%‘IS% ncme&m%}ﬁs
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Directory ?2 Integrated uneaooasuizaf}cl&m? Zone Files Gogxﬁoac} Database Resource
Records 3;0308 Zone Gcg-n% mcﬁr]:cﬁculclan @E&m;&

ch Forward Lookup Znne@&ﬁax& Forward Lookup Zone
tro Name M6 l[’Addresst)% Resolve c\fﬁﬁu%&ﬂm:ﬁi m&ré:mxﬁg Name o G$ P

Address o3 Mapped cpbgotondi 3290386050300p56a000500) Forward Lookup Zone

¢ Zone p §elogdoncdn Feon Zone Type sacfoptiodelploqes»tn gocopbienyssq
doauSi Zone Type ¢ p fepdorodn

Primary Zone :%cnmccng Domain lnfmmationsog?LMaster%agoﬁoSSm Got
m:::m::@&ﬁmdin mgo‘émécmogc%ﬁqs % Zone ¢ Host C\i{}mamﬁr Server on Domain
Name n% 0{5%53@:@03:3&0%& Zone n?mécmrﬁc%ﬁgaﬁanﬁ Zone File 6080% dot
dns{,dns]M Windows :ﬂa%an)o&n System32 Gzn0bm Dnsa?aﬁmaﬁmmﬁﬁn
ugxmécmangc\%&ﬂmg&

Secondary Zone a%onmsmg Primary DNS Zone mcﬁnﬁgmmm:ﬁ&hc&
Gf’)rﬁcﬁfmn@o: Server jr:-gﬁc} Primary Zone n% GUﬁSm:m:m@SdlmdSu %on

Load Balance nogn&vésaow&mnﬁ Gf:»n’;ﬁs Fault Tolerence mém:ﬁmﬁ@@:m
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edln Primary Zone o wmuSﬁ Fail [3o23q€ # Secondary ?§aongmnf5 cpdcBqomad
% Primary Zone $S Secondary Zone uoguu’:ms?émﬁé Standard Forward Lookup

Zone GCQESEJU)C& a?fc%:nom Active Directory ?§ Integrated U(\E«S:z?m;ﬁa Primary
Zone a?m’.um Master Server rp?@t Edit oﬁ%umcﬁ?mémm Zone mé:ﬁ&ﬂwﬁl

aBcfo0o Primary Zone o3 Edit cobcdaonudi Secondary Zone oo Read Only 8
Zone Transfer maﬁmmgai_rﬁ Update codgnfaboncSn 65pSsssfsE Load Balance
»osféee Fault Tolerence 2NSfgéee Master Server § Primary Zone mep 28
Secondary Zone r!? Replicate c?&pg-ﬁtﬂmtﬁl :ﬁ%ﬁoﬁo%m DNS n‘é Active Directory
§¢ Integrated uqﬁszta%:ﬁam_) 82296kpesod Standard Znneacao%éma%@%ﬂ&mm&
mmuSﬁ DNS 0? Active Directory 75 Integrated cf&\%zﬁmﬁsﬁcﬂm Active Directory
Integrated Zone cﬁmﬁamucﬁn qmn@&m@@a@aﬂ&a@ Primary Zone o% En-
hanced cpbooosonfg8ffs Active Directory 3ynd a8bsconsonfyddlondSi 06§pdsssfsE
Zone Filescoaogf Active Directory oﬁfx}ﬂ&mwnﬁs: :St@ji Zane%&oaucﬁnﬁa@
dogen %e§ DNS o Active Directory § Integrated pSe3odgtialrpE samaSdsafeoyies
603 qfdorch decya? woYgifgbeant sodfjeoscondord wdeymeo -

ol Directory Replication m:ﬂo?&mog%gcm(ﬁn Speed sm&mﬁc(‘_ﬂcﬂau

I ?S?Gcﬁﬁwéim@&s@ng Management cpdqomagudopeofSs Administrative &
ey pbapranipySon

o ?S?cnﬁmémw Automatic Synchronization 0?@&60%&‘30’)(&

g Dynamic DNS oncopbsdfs Secure [gbeondiorchi o3 soadenganqeamt

Stub Zone oo Dimmrﬁa%&? Zone Gcgn‘éz:-ggmmogio} Server Gope|, In-
formation Wﬁ&mm‘;@%o&

03%-0:50% 39 Zone Type Gﬂm:‘jthﬁ Store the Zone in Active Directory ?ﬁc?cn
o%ao&spgémﬁu mc%cﬁaﬁamg 3:?3:0(5?) Active Directory n% Install meﬁm:}so@&:l
oS Active Directory o3 Install coSaomnclodaleon ﬁ&?qmmﬁ@@wcﬁﬁuﬁ
Beoeaigecopds Integrated ecobgbat q&n% &oﬁ@:c%ﬁuﬁ:ﬂq&mé: qdlonaSn

o Gﬁ]'m(‘EQQSGfSII 29 G?:Jngmﬁ Box oﬁﬁc&m&&?mﬁ: 9pG0%; Zone Name
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3 Box Eadkr)cﬁu gs?cptjn:ﬁclt]nm Zone Name ?§ DNS Server Name o ”UEJbE“

&5 woSeclpeondoon :9ecotnt Zone sacfrplic? qS3Bossdn

Hew Fone Wizard

= = -
=S Zone Name
What is the name of the new zone?

The zone name spedifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization’s domain name (for example, microsoft.com)
or a porbion of the domain name {for example, newzone, microsoft.com). The zone name is
not the name of the DNS server,

ZONE name:

<M|Mt>a Cancel |

= o3 Zone Name rr% Youth.com c%cuso%nadh :a]_E Mext K‘%GQDF%BSLQH f=d Zone

File ::oan% Create nﬁ%ma@‘m?r.ﬁog@ms" :@vggam?uﬁﬁdwpﬁ azu@am:o?zm%&a
Next ni:‘ %5(%0803&:5!1

Mew Zone Wizard ﬂ
=
L Zone File
You can create a new zone file or use a file copled from another DNS sarver.
&+
-

Do you want to create a new zone file or use an existing file that you have copied
from another DS server?

(¥ Create a new file with this file name:

l Youth.com.dns

" Use this existing file:
|

To use this existing file, ensure that it has been copied to the folder
%SystemRoot 3 \system32\dns on this server, and then dhick Next.

<Back | um:»;! cancel |
.
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¢ :nidea&'mo? Box 07607 Dynamic Updatesc?&\:?&ﬁ GoIG§O) anﬁ&ﬁmlf&
DNS Server paMEo%& DNS Client 603003:\20%«1 Record 6030? Update
Sodepbeogtabeon Dynamic Update n?aam:efﬂmo& 39607 ($607503 Dynamic
Update wcpbeondionn defop€ Do Not Allow Dynamic Updates Bogeffe Next 385305k

New Zone Wizard

Dynamic Update
leudammdﬁhtﬁmﬁmmﬁm.m.wmdm
tes.

g dBqfes5008 Box 063 edoandeB58suuSi 8 Box goeon agj$coBBomecds
0350(:[: on%omgv.ﬂa’lm :QGE:§ Finish Button (I%M?SF%GS{‘GO)?I el:@clf: DNS Manager

¢ Forward Lookup Zone  Youth.com %t Zone mﬁM :ﬂo?m&rﬁmqo‘iw
c'ﬁ@ aaﬁﬁﬁumuﬂcx&

Ge o5 %0064 oaﬁccnso% Reverse Lookup Zone o méamo‘}vpﬁ&ﬂwtﬁl Reverse
Lookup Zone oo IP Address 6§ Name o Mapped cpSeosgnlgédoncSi
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¢

*€

‘File  Action \View Help

an | 2mRE o Bl d 83

Lo = T
= i WIN-JHCFFPWO7EP {_| (same as parent folder) Start of Authorit
Iﬂ Global Logs ] (same as parent folder) Mame Server (N

B [ Forward Lockup Zones

B Y outh.com

5l ] Reverse Lookup ®enes
@ ] Conditional Forwarders

o3 "hmg DNS Manuger?Lchrse Lookup Zone ¢ Right Click ?5: New Zone
c%s@'x%rﬁdh New Zone Wizard 6dlonq Next :ﬁm?ﬁcﬁtﬁdﬁ

Fle Action View Help

& zimclBmliBd
pr

B § WN-HCFFRWOTEP '
: { | Add o
® ] Forward Lotkup Zones Lz s
| Reverse Lookup Zones S,
i | Conditonal Forwardars The Domain Name System (DHS) alows 2 DG namespace to
ﬁ-! (5 E;bal L S be divided into zones. Each zone stores information about
& (G B one of more contiguous NS domains.

=

Welcome to the New Zone
wizard

This wizard halps you freate & new zone for your DNS
SETVET,

A zore transiates DHS names to related dats, such as [P
addresses or network services.

To contrue, dick Next.
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o daB Zone Type Box edeondleBGucSy M@&Wm@mﬁmﬁ%&am
ol 2% Primary Zone o’fr;g!@x Next t\%c;ﬁ:o]o?n&ﬂu

(E sl New Zone Wizard

Zone Type b
The DNS server supports various types of zones and storage,

Seieﬂhtvpenfmmmtmu-eate;
' Primary zone
Creatuamprofam&atcanbemdabd:h:ﬂyrmﬂﬁm.

" Secondary zone
mmamyofamhtmmmmﬂwm.ﬂﬂmﬁmhmbﬂu
men-muluadofprmvmersardmwﬁethHerm.

" Stub zane
Cre;besacaprufamcmtnﬁq only Name Server (NS), Start of Authority

{Sch}.andposﬂiygiuel-bﬂ{njmds. A server containing & stub zone is not
authoritative for that zone,

I store the 20ne i fctive Direckory (avashle arfly IF DNS server s wyibaabie dorain
coritrofler)

< Back Next > Cancal I

@ o3 %0n6d Server 2008 EEU?E’;OQOSGEI{:%\% wot Server Version z;ogmtﬁ::usg%

New Zone Wirard

"uf 0,22

Reverse Lookup Zone Name
A reverse lookup zone translates 1P addresses into DNS names, 5

Chmv&mﬁwmwmtmmmamimhpmfumad&mwm
addresses,

" 1Pv4Reverse Lockup Zone
WMRameudu.pm

<aa¢|um>;| cancel |
s
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=~ 4ep
0969 §ononui don 1P Address o 1Pv4 $EBsucoon IPv6 gEadrocomadorcurgicasd
0365186073 cgfcriaon 1Pv6 ofalidoct SooBofiorn doisBorasgfion Bbdenc
ancdop$iaBaom ageoSequariopsieodfficar Complete Network Guideeo3p5¢0 DNS

o% 1Pv4 @mmnﬁﬁ&dlmuss deopE IPV6 Reverse Lookup Zone Regfis Next
a%uﬁocu:& :ﬂa@qﬁ IPv6 Address Prefix rﬁamo&o% Box cdleondle8GweSi

Reverse Lookup Zone Name
A reverss lookup zone translates IP addresses into DNS names,

oo s}gﬁuawnﬂ‘m%nﬁma?moﬁaﬁ 67cf::/64 W& Reverse Lookup
o aoanoedieoadc8SecSi [GeqE Next 0??50%0‘5&

Zones

20M :ﬂe%m? Zone File r;‘écm:&c@u Box edloondic8Swubn 333?9 mmﬁ%mﬁmﬁ Re-
verse Lookup Zone o 0.0.0.0.0.0.0.0.0.0.0.0.f.c.7.6.ip6.arpa a%mm% Manually §oScopSeos

c%rﬁu’n Bsg Next Safgedh c}o%mﬁa:ﬁm%ﬁwosﬁwimdmél

op  Dynamic Updates C\?&x\ma%:ﬁ Box adlcondBwadn Wmubfu #28
Do Not Allow Dynamic Updates rﬁéeﬁ: Nf:xtnﬁﬁc\%n&ﬁ Forward Lookup Znneoﬁm
503Esc30fg8dlonci et aéﬂjnmés Next Ju
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New Fone Wizard

Zone File
You can create a new zone file or use a file copied from another DS server,

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this fie name:

| 0.0.0.0.0.0,0.0.0,0.0,0.f.c.7.6.p6.arpa
(" Use this existing file;

[

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dlick Next.

O e B

opt  doBaf eppcdepemaotadeepolamud 28 Finish Button 0335c305h 48 Reverse
Lookup Zone (J%métam:ﬁc% Emg)xcfﬁl

L] x-
S m
Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
specified the following settings:

MName(s):

0.0.0.0,0.0.0,0.0.0.0.0.f.c.7.6.ip5.arpa

Type:  Standard Primary

=l
Mote: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, dick Finish.
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o 800bdog§eor5of Forward Lookup Zone ¢ Host File oapSeaoifoiylidloncde
defop€ Forward Lookup Zone o3 Youth.com e803 o§c0PRpSeacdaono) Zone

adl> Right Click $5Fseom New Host (A or AAAA) o agscurdh dadezncdon Box Geor
adloondle8Swasi

-.‘E 0.09
! Taalt gt 2
1 WIN-JHCFEFWOTEP

1P address:
iE?CF:'.l

o #3w og§e05R IP Address o DNS Server ¢, IPv6 Address {3503 67¢f:: 103601
c%rﬁ& Name 6o DNS Server Name o% uﬁu@c[&oé 930720999 qa%xagaw&r)a&ﬂomﬁi

ﬁul&mdifa Create Associated Pointer (PTR) Record (%W%@S%gﬁuwl WGUI
:\%ﬁam'g Reverse Lookup Zone ?:um-s:ﬂagxﬁs Record O%CESD'}éGW}E};BGPU(SLGG’}?:?“

BHdY 3?3@?$@8r;%ﬁ|.05§mﬁa$cﬁsmg Reverse Lookup Zone ¢o New Pointer (PTR)

Record n%méam:cﬁsmcﬁagscﬂmo& 3?:&(%’)(\280@&13!&:?“ 3’:!30%(6;%50‘13 Create
Associated Pointer (PTR) Record O%m?m&ﬂmélméﬁmcﬁ%slc%ﬁ@du mmuﬁé

o‘}u@mo‘%gﬁnﬁ@éw&ﬁ 3?33:9%&%935@&%& ﬁmm?fv Reverse Lookup Zone o3
mmcﬁ:ﬁ&[; Zone Guﬂén Right Click ?5@: New Pointer (PTR) (;%GHKIYJESMI PTR

a%c‘n Pointer Resource Record ESU%’JQSE ﬁo‘fmﬁuoﬁmuﬂrﬁﬁo%ms&mmnﬁl

%760% 1edin(s03icgSFr Add Host 3§6c30Sdh dedogfaciel aopSefadoy Host
sootesnfiigronpSesoadficlopts Box cotedloondBiucth 33¢> OK Sefgredchd
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e

The host record WIN-JHCFFFWO7EP. Youth.com was successfully
created.

1

+  Record Type §&icoiged

RR Type s803 Resource Record Type o DNS df Database Structure 3;8053::‘1?5:

mS?@SdlmoSE q&anmacgo‘foﬁmc\}a.’éamg mcﬁa%ﬁcp Host :ﬂa:ooi-cs Zone 6og], Name
Information coadBdioneSi RR Type aopansagpiRetiddorcSy Mmﬁio%&o@wm%ﬁ

doneSn @k%maa@ L

A A - Fonmeon Address Record 8dorSi FQDN o3 32bit IPv4 Address
?5‘5 Mapped cﬁmmm@ﬁdfm(ﬁn

J' AAAA - Bonmeon 1Pv6 Address Record Sfgédonabe FQDN o8 128bit IPve
Address §¢ Mapped qﬁmm@&d}méu

e CNAME- c%obm:amg Canonical Name or Alias Name E-SLﬂO'JugI Virtual Do-
main Name c’% Real Domain Name 3236 Mapped Q&m:mﬁ&ﬂm(ﬁu

o MX - &ommeon Mail Exchange Record [g8dlonuS mo@a%&p Mail Box
s%ﬁrﬁcqmgﬁﬁc\%mﬁcﬁ Routing Information 6eg03 @%mzmﬁ&ﬂmu&

o PTR - a30m0m6o Pointer Resource Record [g6dloneSi DNS Resource Record
oFssleuton [g8dloncSi Reverse Lookup ¢o Address Record Gogo$ Point

opbe3egapaogy malfgdorcS
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Gm:\&d@l ?mm'_) ﬁﬁﬂﬁo%ﬁacgm Forward Lookup Zone, Reverse Louft‘;l
Zane acpRoopSeeacifigeoiapaiiaeafiaso) Record FacgaiengBemonionn
JoneS ﬁmc%mé@m:o&\?osﬁpmé: Host :I(fuazo? Zone Gope}, Name ?§ Information
6030% :S&mét%cmg&]ox& 3:;073 Forward Lookup Zom&n Ao% Aﬁhmﬁmécmﬁ
cosqdorcSi IPv4 Address 3503050607 Aedli IPv6 Address so0p058qEe07 AAAA
dh 6300500890 Reverse Lookup Zone goo60% PTR 2803 pgdlgo) Recrod §Eaonpd
Gmﬁwzcldcxﬁn :féw:ﬁ r@%@oﬁcﬁm Forward Lookup Zone ?DQJQSC%S’.‘P PTR Record
%Eo‘é Reverse Lookup Zone t]nméoa:nrﬁcum%ogdc\% W Reverse
Lookup Zone ¢ mﬁ&ﬁ ag:wmécmognunqeo?§& E&ﬂmcﬁu

de85ocSi

_ Start of Authority (S0A)

| E(ﬂmmpﬂmtfaﬂu} Mame Server (M5)

Ell@g*ﬂmw Ewmmumt% IPV6 Host (AAAA)

B [Z] Reverse Lookup Zones
il 0.0.0.0.0.0.0.0.0.0.0.1

[5] conditional Forwarders

o3 4§ DNS guoSasaSaqo} cpSeaonSaudialgeogfiabromidfis Saomageosion
Clienm%smcgos Record %&ogmaéc:moﬁaﬁ ms?émﬁww D‘NSU%
Client MG E?UQSIDE 3:-59§wm003 E?z&&ﬁmm‘g GBDBEESJG:\:IODOSI
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Configuration fgiopb3ooyy wepplimpeoya’ mel&mﬁf.a%aaﬁ 2

o Forward Lookup Zone O?mécmrﬁtﬂcxﬁl
§ [Gzcon Reverse Lookup Zone BenpSeacnaidioruSs
o Record File n?méamo&ﬂmusl

d a$60750} DNS Server Configure pSffsoosanaigbdonubi mww
Client 350305 DNS Configure W{m‘f ekplgdeonecdi 080pSondiat #%s038s Cli-
ent O%Sm% mrﬂmcﬁaﬁsm&ogmq&n E-Sr.ﬂmuSI

o.- DNS Client 5{? aogﬂagmqﬁaﬁ ﬂmoggasﬁgs
DNS Client 536205 cpSeaoaboepfomipiod wapbesnstd e200%0p8oSed gfropiasant

mo@qurﬁcmmogrﬁ mq&c\gcmﬁé&
o DNS Server Name o - WIN-JHCFFFWOT7EP EsdcmS.
DNS Server Name onoofapbqgomyn 208050068 cos§€dloncSi pown Server ad
N DNS Zone Name on = Youth.com 55:.}'!0305!
o DNS Server IP on - 67cf::1 E&ﬂcmsl

9gepSecd Client 3203050
ol Client Name o - mW@éﬁM
i, ClientIP o e 67cf::2 C%&J&DWOS?CBGU:WH

o3 mpagfacregpan -

o Client i‘L IP Address n‘E Client ng%t.lonﬁnmﬁgo&ﬂunﬁu
g Eit’ls Client Wmuq& DNS Server Wlmcﬁagtﬁ@é(ﬂou&
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a odedf gfeoB? Client o3 Vista 8307500505 IPV6 Qoo Climn?'g‘:ran?ﬁ%ﬁfg
doneS ogy$corSoneon Vista o?mofﬂmmdoaﬁl Vista Client tg?rﬂonél_ IP Address n‘f
gig)mDS?OSGOﬂM Client ‘EWR““ Box ¢o nepa.cpl C\gﬁcﬁﬁ: oo’ Network
Connection ¢ Right Click $507 Properties SafgrBcSdh

tE 0.00 _lAl or l'hh-_SpaadI_n_l:umt (1)

M Blaos Packet Scheduler
File and Printer Sharing for Microsoft Networks

Ed-itamet "u"#PfI#}
v =4- Link-Layer Topology Discovery Mapper /0 Driver
; EmUﬂ-LuyuTnpdogy&ammemﬂw

J Gtﬂ\ﬁu} Box ¢ IPv6 rﬁaaﬁl Pmpertiesa? §50¥n§<ﬁl m&:og?': Emwa}t'zc&m
Q€ -:%neﬁm?ﬁw}m?& 67cf::2 Bfs 1Pv6 Address of cosc3cSdh Preferred DNS
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Server goGom 67¢f:1 Seosch wx\‘%a?ﬁmct’-amg og$eoa? Install cpbooniol DNS Server
& IP Address oo 67cf:1 o3s DNS Clienm? Configure oﬁmuSn%:m MS&EDO‘D&

Internet Protocol Version 6 (TCP/TPvE) Properties 5 B

Q 008

ot 0 Clientd) IP Address Beoftagiojeqadyr DNS Server §€ Client GJessochage
W@#o}mg&iuﬁ, ntsgﬁpgsm Client §, Command Prompt n%asrﬁc{}o&l-
[Gsq€ nslookup §obc3addh :ﬂ:ﬁ DNS cﬁcogﬁc@)&uo&cr.ﬂ(&@mﬁl % ns]onkup#
DNS Server o% Ping %ogiuﬁaauu?t pow cxa?nm&ﬁ DNS Server T‘E# Ping WIN-
jhefffwoTep.youth.com :ﬁﬁ: W

:aaﬁ DNS Server cSmaf Reply EWM DNS Server agm-s? Reply
conoopSf3Beer S§orpbaecydh nslookup go DNS Name wopopfee ddaf
Redogn smciasanSoogesspfifebe appoiffs gderorghionaep Server 5t Cliest
Connection cep8ejont [g§edsutdh sacnd dBqE DNS 20€o§reGrogedfEs
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M@?mmﬁc@ Remote Access T@M@am&a&my:%muw
(38t ogbcfesagzmopSuonSyom ofeobiacpaimagbsacpaafiBydipo) Network aoa
ﬁccassc?ﬁggnumﬁa%l&m? @?QJ%?IEMWL@ Remote Access Wﬁm\xw&
doonfffgSdoncSn omcSeoraops magtigtatiaSelorafppciaion oxmdSotupecn
ogfacsiofon VPN Server cobgaiorpdeaonadoonffialimagy cpbofemijtoodbaatfis
Internal Network (Y‘E Remote Access c@s&utfﬁs&mﬁﬁ gﬁcn? O@?GU)SO%&L Windows
Server 2008 ?ﬁo} Routing and Remote Access Service o’?m&’fﬁjn@&ﬂoxﬁa 3§3 Rout-

ing and Remote Access Service o3203tigfgEss01fq6§od Remote Access | 0G0 -

ol VPN Remote Access Server

i Dial-Up Remote Access Server Wu& :\%ﬁumﬁﬁomé: 238 Routing
and Remote Access Service n? ma%ﬁ%z}oaos rra%mgo%(m Sigo Routing and Remote
Access Service Role o Install cpdsosqBsgo Bﬁtﬂow& 8oofofsongeon og§eodcion
VPN Remote Access Server s3cjoptso} sofoipifgoososgfgbdionctn

c.> Routing & Remote Access Service c3cop353&FE:
naﬁcoﬁo%oaogago Routing and Remote Access Service Rulen% lnsmllaﬁ@oﬁw

onudi cé:énc'ﬁsﬁ Administrative Tools Gznobon Server Managem%agouﬂi @*415 Roles

o%aaaﬁs Right Pane o> Add Roles o3 Click mquS@So‘%o&ﬂ- Box 008g6dioodlc8guuSi
@3&1’: Nextr)‘E Click U)Sqiﬁ%c%ﬁ&

o Server Roles sogadionadad 238> Network Policy and Access Service Bono}
ﬁfﬁ-ﬁs%u‘-ﬁm%og& ﬁulﬁ Next (’%W Qo%mﬁocﬁmqogf)ﬁoﬁw:mﬂmo&

J sz\ngmﬁ Box mﬁic&mdcsgou& a@aanmél chto%é%c%rﬁ&

o Gfmscofi Box ma?atﬂ':w&%w& 3}3513 Routing and Remote Access Service

63cAm Remote Access Service o nmsﬂxw Bsaf Next 03§6dn goforbocd
mqrﬁfn?jﬁmmﬂaxﬁl
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= B Routing and Remote Access Services
-
[ Routng
[ Health Regstration Authority
[[] Host Credential Authorization Protocal

G o :ﬂa%c[&fxﬁmﬁ Box cngadicondffn 5% og&of:o% 9960303 Install cpSwcS
Sorfffsoondons i Intall o s ooy sl cgbondk S
Brogoq€ Box ox6gadonc8ucti 338 Close cGafgocdoSd
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@Thmﬁmtmsdwberﬁwmdaﬁerﬂtmﬂammm.
(=) Retwork Policy and Access Services
Routing and Remote Access Services
1 Service

o Routing and Remote Access Service @m‘écm? Install 0?51.3895@11 D%G&JOS
a0} Install pSfc3ego058Eig Remote Access Service o Manually Enable cgbeose)
coosonuSeg Jookafrorgamagfeod VPN n‘éﬁmmago@ﬁaﬁsxsc%@ & VPN
Server Setup Of5§5:?§mo? Baguz?a@&ﬂmu?;a

c-) VPN m@a&

o3 VPN mafopbiscossspSicadqfigadeniondSt VPN adox Virtual Pri-
vate Network E&ﬂoanﬁl cchcBoSGEocﬂS Public Communications Network o‘%sm{:s@ﬁ:
Private Data Communications ﬂ%ma%l&:g)wnﬁwmﬁ » n%;(ﬁm& cgucht.ﬁ@msaﬁ
ofpo %S:gommmn% w Public Communications Network a30) #Eongoddqszagp
o sco s Netark i ReegSeiegbe s A
Private Data sogeoreopqogpronaeipybordh sbomgcfon dpdscn sacfoptasacp
b sforpepeS o o xsfogoeqi SRS
Saabomioboloifls oqfncq cpgonn vpspas Sxpracecg cgBogaonch dompis
B e Sy oo o
opope 3B Private o3gaoggeopcioriomi sagjeon 3% 3600580} Public Communiction

MG§ n‘Eu§ Private Data G@Gu@u&#@a@ﬁ@mﬁ@q@_n coS:muT Packet 6oz
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=J%
F;E?E@é%so'xﬁl :ﬂ%:u@ﬁams mnSa.’é&P Protocol oﬁmﬁéma%%: 0%05::333)% Net-

work 0283006 §cNcdodomdgddionudn dof0 Virtual Private Network c§edlonfgédorcdn
VPN o Client Server $8[gEsacoSoobdorcSi VPN Client o3 VPN Server e803

User Account ?g Authenticate UESESI Data GO&O% Encrypt C\?SIQG:U’:E@J}OHLBE ﬂc‘*}
Tunneling c%&;ﬁ.ﬂmu‘.:ru VPN Ciicm?@ VPN Sewerrﬁcm%é P %%#WI

o Intranet 0 Remote Access §Ecpdeza0de8Euude

J Organization 036c0) Multiple Intranet sog@:a&:d%tcﬁ?) Connection Qe3¢
Wﬁuz%&utﬁl

=l uoaéozi Organizations ?S?m Network n%aﬁ&oém@&@ag Extranctorﬁ?o‘[(cﬁ
coocSt 00opSatadiorcSu VPN(:%)%@E:E@ m8mafeonmofpeommeon Gobodiesoy
Leased Line o% Remote Access Server o%mcﬁa:qos@inf%rﬁoﬁogmrﬁm m%:
Beon Leased Line a%tmﬁaos%nm B¥poncdadmmifedi e§r0dmbgodagm
VPN Server ozfps VPN Server $60065§05e005c3q0mdn s30oedqcheoniedodffamdst
Intranet or Extranet Gosmuﬂ’)@m%icggmwmcﬁi

RS




T
e Server 2008 si VPN Protocols g

3290063 Server 2008 o Support cpba3 VPN Protocols qasm@’ﬁm%m&@)@

c[cm& Windows Server 2008 o> Support nf&:@ VPN Protocols 630600308058 p 1%:
[§8dorcs Bxdecgacon; -

ol PPTP n?o? Point to Point Tunneling Protocol

J L2TP/IPsec a%of- Layer 2 Tunneling Protocol over 1Psec

ol SSTP o) Secure Socket Tunneling Protocol Fgérdorcs SBaomom og$eon}
o % Protocol P?ﬁm D'Jtﬁcns?n%:i)@ocﬁa%am? rua?ccnsc%m Client Operating System
03omadsecdi 6§05 Firewall mudedodigaed egpcdobam Certificate ofa3swaos
wagsopsoonn apreudalaqteqpouded Infrastructure JeedeonsapobientaefsbdonSs 333
wqosecgediporpSfiaomy 2368 Protocol Regrocdadona? adfaodaefabdorade

= PPTP 33a[Sn&:

PPTP &30maneon Point to Point Tunneling Protocol §8dio>oSn PPTP o client
Server QBE@ mnaSniﬁowE&ﬂoxﬁl PPTP Client o Microsoft Windows > Default

rﬂa:\(’% Linux ?§ Mac OS X c%oméuﬂo&ﬂm:ﬁl FPTP mcu’@m@aﬁﬁma@o«g
63005Gedecd VPN Technologies moobeoggéloiod L2TP/IPsec ofonopofiaaentcon
§Ecuwcl PPTP mGon Windows Computer aopq), edlgeonafgbads Network Protocol
wf3603§8es¢o0f58don 9 OSI Model ), Layer 2 go3cpSopSonfgédonde ap0
VPN ncgoga&yxﬁaﬁsumﬁ_ LAN Internetworking n%coél Support C\ESJU)LISI Sﬁmg
03fo3pS8qggedod Untrusted Network 8ago3mongadonag VPN offcSucSaBaon
§c350cb Data 6o Secure [g6aamnt PPTP mapSeanntogongdondSu

+  L2TP/IPsec o253

L2TP/IPsec 3onmneon Layer 2 Tunneling Protocol over IPsec [36doncS L2TP
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6o IPsec o §icuto} Encryption of 3203go [36dooSn omcBopfraleon LITi;FE
aqeSeoocaip Encryption o ooe §Bore defopf ogen IPsee of ifqogbdoncs
og$eoBciom Windows XP Remote Access Client o} Support neﬁa&xﬁa%q&cn? ooy
qﬁmgapﬁ&ﬂmél m%oﬁ:aféam; %% Clientgoggn SSTP ﬁnﬁw&m
L2TP 5098096030802 OSI Model §, Layer 2 cfeﬁ&muus onouSonbieomnapom Ses-
sion Layer Protocol Eﬁdlmus:

*

+  SSTP soe[Fnd:

SSTP Bomaaon Secure Socket Tunneling Protocol over IPsec E&.lcm& 2pm

o VPN Technology %36 Windows Server 2008 :pw:& Introduce K\ES(ODUDBBLIO'JUSI
2907 Application Layer Protocol o289fgbdonadu % Protocol gooo6aonan PPTP 5t

L2TP/IPscc 30 Block qpSacg§o} Firewall o3 SSTP VPN Tunnels 06§ Traffic aogl3od
ﬁ: agasw SSTP o HTTPS a%r:% Secure Hypertext Transfer Protocol ¢j, Secure
Sockets Layer (SSL) Channel oog$ Point to Point Protocol (PPP) Traffic n% Encapsulate

ng&mmgagasm E&ﬂmu‘fm cr)&?étcﬁ'xﬁg SSTPon PPPn‘E crEoSchgxqrﬁ HTTPS
:7)6?080838’)‘23‘1:: Eﬁdm«.& u?cﬁc\:m %om SSTP Traffic oo TCP Port 443 o%c&g:lxm&
:!s@o@ Firewall c% aim:xﬁagsm&cp{ﬁoga:@mﬁﬁdmaﬁl

2.5 VPN Server % Setup :\ggﬁga

o3 VPN Sewero‘i Setup c@ﬁ& msfés:rntﬁ@ Remote Access Sewicen‘é Enable

“[’8%'? acbom Administrator Gmuchﬁ Domain naffeo Domain Admins

Group o%aafmﬁ#cﬁcuésqcﬂm(ﬁu mm&ﬁé 5% Remote Access Service o% Enable
neﬁm@ User Account 0 Domain Admin Group o€ uo?oc.@oixa%c@ 3% Domain Admin o

RAS Server Computer Account 03 Active Directory Users and Computers oS RAS and

ISA Server Domain Security Group 050% Member nﬁsaacsogﬁ'ﬁux%rﬁﬁéﬁﬁdcﬁ|
Mﬂué* :mmﬂﬁqn :r}ﬂ Remote Access Server o Local huﬂlmtication:i?ua?cg
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RADIUS a803 Remote Authentication Dial In User Service 06¢ Authentication cobucSaBaf
@?t%i RAS Server Computer Account o% RAS and ISA Server Domain Security Group

W Mmhr@w:oq:m%&aa
o0 MTsﬂf(PﬁD VPN SEWEIO? Seh:pn%&mﬁoq}mm%lmﬁl #3don VPN

Server go Network Interface Cardoo | m%?ﬁtsdcxﬁi 8o VPN Server¢n nepa.cpl

w oo} Box ¢o Network Connection ﬁfﬁﬁcmrﬁao&ﬂ&@u& 3033
Rename 006805k 06903 LAN a@ﬁmx%oﬁ& 6§2050690% -WAN a8 seonscloddli

i Beq® LANE’LIPMAddreserE 192.168.1.1 JfGeaonscBoSdn WAN G 1Pvd
B0 192.198.100.120 fFscoscdo5dh oxocbardenfieotconsdondSn
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3 B cgfcriol} VPN Server o Setup opbefdf ogfacshofiostofionsaoged
WJW VPN Servergoon Network Card o | o8aflaoedd
Client sx{uﬁmn mSmW WEUW Cmss@ 2 @c%.ﬂcs@uu&
VPN Server§ WAN Card 4 Client 53§cSch ogonaon VPN Client[g8doscdi 38 VPN
Client ;6§ VPN Server 7chon Share c\Bﬁm:m:r} Folder O?L?Et&?l@?@ EM
Be8ojoo6omm VPN Client 33600053fgétgedept VPN Server ov6om Gronabaafgés
ﬁnc&ﬁcmﬁ&mﬁm VFNChmtqupxﬁm WNSEWHUX&T?W
B&kxﬁl %WMSBUJ:GJGM rmudonbimneon :Eomgod Connection §¢
5oSepbopignad 2e0m Cross $£0 ng%rﬁcmES&mﬁl

o0 JW Remote Access Service 0% Enable qﬁ@q@m& Administrative

Tools 633050» Routing and Remote Access 03302c805du
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g 8eom ma&rxig:)ﬁo:mo}mc_%& Server 6l Right Click §6Gs Configure and
Enable Routing and Remote Access n?ealﬁ: Click ?50%0‘5&

g Welcome Box adloonqf Next o3000§5dh da8samoSondedieondic8ucSs

Routing and Remote Access Server Setup Wizard

‘fou can enable any of the following combinations of services, oryou can
customize this senver,
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o -
& By w6ddi0obaf3bo) Dial-up or VPN Roragffs Next R8ESAdh dBeanch
™ 0656dondlc8owuSi

VPN Connection
To enable VPN dlients to connect to this server, at least one network interface

must be connected to the Intemet.
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o Z6on 3Bemtonsadst %cﬁmc?m:wxﬁc%uimmwlm@ WAN Card ?’)-C}]:;?{
m&ﬁcﬁ%(rncﬁ@? Nextoﬁﬁ& GPGSﬁI:ﬁS’ID Enable Security Wuﬁ
#300c3900p05qE VPN Clienton VPN Server 03200503058 Inbound/Outbound Filter 6o
g oS g sombf Nex S

edegesoctfiorotiadkkSoch 384e g VPN g
mos?ogo} IP Address n%nmos?cﬁm:mnn: DHCP 6 m(\'%'mcqm&nosjwos«ms
S aoager§dins gy ioyoog Sy by Nes
S5 aprorfadionkocs

e
? E.D‘J Routing and Remote Access Server Setup Wizard

IP Address Assignment
‘You can select the method for assigning IP addresses to remote clients.

d Re ess Server Setup Wizard

Address Range Assignment
‘You can specify the address ranges that this server will use to assign addresses to
remote clients.




- 47

@ 3?3?) New %: IP Address Range O%COOS?OSGONEDEE(RO‘XSI a3 New Oﬁﬁc%c(g

dir Box UJS?GU’[M(.HC&?@USH 3@8«{) Start 1P ?g End IP o%mo%g&cum%cﬁ& Start 1P
MGo7 192.198.100.120 sdloncSn End IP 0607 192.198.100.125 s6dloncdn

? @p

20

New TPv4 Address Range

TmaMuFdﬁmﬂﬂnmthd&uwhunﬁd

addresses in the range.

Start IP address: [192.153.1{11}.1211
End IP address: | 192 . 198 . 100 . 125
Number of addresses: | 6

o] coned |

0% adorm03Erp St OK 335805k defsnaSonend¥iaiboondcGucsy

Biqf Next o385c305dk

Q@29

| Routing and Remote Access Server Setup Wizard

Address Range Assignment
You can specify the address ranges that this server will use to assign addresses to
remote clients.

Eﬂthaﬁmmﬂﬁﬂwﬂlﬂﬂmﬂhm ﬂ'hmuluimdd
the addresses in the first range before continuing to the ned.

From | To | Number |

Guide to Windows Server 2008 (MCITP)



001 GINAAPIGEons3dmeon a9mBed VPN Server o RADIUS Server 5 Autheftﬁ
cate afs?mm :3?00?03 Routing and Remote Access ?5 Authenticate nﬁmemnft)’n
BSLﬂcmﬁl og‘?wﬁmm RADIUS n? uo?mm?»moa&o@:\s Rautmg and Remote
Access 030 Gggeoscodh [GiqE Next nﬁ&\%o‘;dﬁ

Routing and Remote Access Server Setup Wizard

Managing Multiple Remole Access Servers
Conneclion requests can be authenticated locally or forwarded to a Remote
Paghentication Dial-in User Service (RADIUS) server for authertication,

WIN \‘?L:‘I’Iﬂ 15TAMG ( |ru._7:i ]

Remote Access Is
Configured on This
Server

This server has already been
configured using the Routing
and Remote Access Server
Setup Wizard. To make
changes to the current
configuration, select an item in
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o o3 Completing Wizard Box 38 adlondle8SuaSi 389> Finish Button nﬁSc%n&ﬁ 3

¢036on méoﬁommmg«.ﬂsan d8q8pcnE VPN Server 03 Setup opOges EW“‘@'
Routing and Remote Access ¢ mﬁao&ﬂno"'éawwmﬁl

opi mcl:@m:ns?a@oréma& VPN Server ¢ Active Directory ¢ User Account

ms?mémoo‘)'manc\%ogdh og§eoBmeon Mg Mg n%méemo‘immﬂmuﬁn QM
VPN Client ﬁogmsfo&lﬁaée%&ﬂm(ﬁl
o Beom VPN Server §, Active Directory Users and Computers O%D&!%t'ﬁ& Geq€

Users a%o? Containeramrﬁin New Userms-mmgmécmao&\%os& t%ﬁ)x\:%mﬂ

o351 User Name oeon MgMg g Mgmg oo m&qtﬁﬁ?&

e
'f E.ﬁ(‘l B Active Directory Users and Computers

[H [&] Domain Controllers

mﬁmmﬁw
] Users ~

29 VPN Client 3 Setup «3B&

o3 VPN Client o38se> 1Pv4 Address cordh Vista Client o305dsacondioncS o%:u:ﬁ
[P 336072 192.198.100.121 SeoicoSch 38600103 copbefjoonicpiagi cpbonadegomdon
Gmp&oam?u @ el

ol Vista Client <] Control Panel 030> Network and Sharing Cmmoﬁo&%ﬂ.ﬁ GINOHM
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Network and Sharing Center

View full map

e .

BOOKSALE  Unidentsfied n... Internet
Diagnose and repair (This comput...

¥ Unidentified network (Public network)  Custo..
See also Access Local only

Internet Options Connection

Windows Firewall

g mfc%élp Left Pane T’J?p} Set up a Connection or Network o%?ﬁc%ﬁ«.ﬂn :ﬂ:@ewmg
mc'E G&ﬁ:nﬂ:@@tauSu

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless netwark for your home or small business,

Set up a dial-up connection
Connect through a dial-up connection to the Internet.
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o Uﬁaoﬂzﬁaﬁmsﬁsﬁ%& Connect to a Workplace o3egsfds Next aBaa‘%n&ﬂc 6§05
b66dcondcBGuuds BreIncdlgeonioisdits Use my Internet Connection (VPN)

()%?50%()5&[1 ﬂ;r%epo?mﬁéﬁwc@@mﬁn

How do you want to connect?

& Use my [nternet connection (VEN)
Connect using & virtual private network (VPN) connection through the Internet.

% Dial directly
Connect directly to a phone number without going through the Intermet.

What iz a VPN connection?

Do you want to set up an Internet connection before continuing?

An Internet connection is necessary for using a VPN connection.

% Set up an Internet connection

# [li set up an Internet connection later

— —
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- Jee
3?33.0 q%ﬁ@mmcﬁ:@cﬁm Setup an Internet Connection o%sg_ﬂltfaﬁaﬁu

cmﬁﬁjmét FPONM $9§7 Cross T@Emm@s@ Gooeamaaad I'l set up an Internet
Connection Later o%é-sﬂmuuﬁ

g m?mﬁwxﬁj Box ¢960% VPN Sewerelr IP n‘iﬁu:tﬁaﬁﬁtﬂokﬁl aq_E Next ?5&

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: | 192,198.100.120

Destination name: VPN Connection

] Use a smart card

@ [F Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

[¥] Don't connect nows; just set it up <o 1 can connect later

9 3:?6«.5:\:503 Box §960% VPN User Name ?8 Password c‘} %ﬁm@amqﬁnﬁ&ﬂmu&
ﬁxlﬁ Create oﬁgﬁcﬁcﬁ‘.ﬂu %Mmﬁwcé@w:mn%én

G Ready to Use o303 Mm)qsﬁmg Close o%cﬁ')c%cﬁr.fi ABpy$6075c} Client
Connection Sempﬁnggﬂl @%Qmm@umé&u:memg&im

o n?na§ﬁcﬁc% VPN Client 6§ VPN Server mﬁn‘%aﬁo‘i@&ﬂsm?ucﬁu o run
oG§ nepa.cpl WI :ﬂc%smﬁmr%mc%&c%wcﬂc?)@mﬁl %8 VPN Connec-
tion #magmmaimanﬂcﬁﬂ(s&cﬁu wx*%cré:n%m‘yg mwtmém Con-
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Type your user name and password

User name: mgmg

Eﬂsmﬂri LA L L L L L L L]

[l Show characters
[F] Remember this password

Domain (opticnal):

M[&]

nection Setup C\fﬁgymn%n 3?3 VPN Connection ﬁ&]n Double Click o??ﬁo%tﬁ&

d Local
Unidentified network
Realtek RTL8102E/8103E Fa...
Unspecified (1)

VPN Connection
Disconnected
YWAN Miniport (PPTP)
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5] o3 :ﬂa‘.hﬁ User Name T§ Password Guﬁl VPNO% Connect nﬁc{}c&ﬂ:

o

E&wﬁmmﬂMhhMm:

 OMeony .
® ) Anyone who uses this computer

@ Connect E&B:W VPN Client 6§ VPN Server 3803 Pingw
go3086001§Edorcd smscdisfen§aBat VPN Server oocg Folder 06§03 Share coSdi
[Gsq€ VPN Client 076$GEs Share rﬁw&%ﬁ@é& :ﬂa‘%&:&%eﬂﬁ:w:&@l Sepepyn
VPN o Remote Access 03326[g9{Gs NAT ﬁmﬁém:mmsﬁu@%w

Server a9 Share 3)&-:\]‘;5:3%“%4]30&! Server LAN mﬁry?wwg 2 Remote Acceés Tg

c?ﬁi Ping c\%uq%&.loiu 33:53%0:0% %na@smo&\%&ﬂmu&
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Windows Server 2008 Backup
and Restore I B




= T ——————p

=B

aa:b&%mmacj? Backup ?'_EOGSQ:»OSGWQ:&M;R)% aaﬁﬁmuﬁp E&ﬂm(ﬁi
Backup & Restore mﬁe%m?@cﬁm:ﬁ@mm; m&:%&mcogo’é og?ccﬁ:n@m&mﬁw?

oomsfidorcSi s3dlon wﬁwﬁ;ﬁjuplm Backup nﬁ%ﬁﬁ&m&mﬁo@:ﬂgﬁ&ﬂcﬂ %
apphodioodifiieon soofie B oot ogfaosSafpidaaniondts don cpfecel
Bt Bcnmaposghn ooc acupeqBiomcrotogih
o g Wb oAbt ey
Bckup oSGl Sl Afoqeon Erokoegpen

ogﬁqcﬁaoa_r?c’fé‘[_l 0uSc80[gs[eé 09603 Backup o6& BGSoEm:méEEGm
woeoropSfgbaeadipr Microsoft 26o% Windows NT 3.1 64 aoeg Operating Sys-
tems 6o3oc8 Simple Backup n'ﬁmé:g&cu:%mﬂ@ﬁo’lmg& Backup q’?ésueacog

neonefplicdansound Backupn?fvclucﬁa‘l?@ Bgecotneon ucgr:&c\}ogouﬂa?n Backup
MeoRpdadabaotol eppyfesdorcdn Administrator 6039, mamc\ﬁsgmﬁﬁq@u‘é
nﬁwéeo&tﬂ?: % Backup 32005 dobegdonuby decBoopSe Administrator Goga3agn 36l
Gpcﬁw:? c%mﬁo?z:%§za€ﬂfa Restore Wcuuﬁo EE(ﬂO’)uSI

so.> Windows Server Backup s3c>>

8n6$ Windows Server 2008 02 Windows Server Backup o3sadsgornfgbdorcS

Windows Server Backup mma%:ﬁqoncg(&?cn)ﬁmécmrﬂmuﬂmél mc%c\‘ia@
Gom W?cﬁc@:ﬁﬂs Small Business 6ogonae0l ogdij€o Technician ofodepdefiaay
WM}O@OSEM L £1g208qgnon Windows Server Backup
on u)aﬁma%ﬁ:joé‘ NTBackup.exe Tool rx? Support ucxaﬁamgmcfé qu?L Format ESU}
(*.bkf) eogcBoopSs Support UC?SGO':Q&JE:I %00t Windows Server Backup §&008
*.bkf Backup §Eacpaf Restore [g$ecpS8edonn do Windows Server 200803 adrapatigt

wol Backup %&cgn? Restore E%\Eﬁq&i;ptm Windows Server 2008 3}:;13::5 Win-
dows Backup o Microsoft Website ™63 Download qupay [36dloseSu anrﬁms?m

Windows Server Backup oo Windows Server 2003 op$scn Backup gboopbs ogkprogosdonSe
wobop§son Tape Drive $& Backup cpSaieachorcopSs §apifgbdoncSn cofseed,
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Windows Server Backup o3ss03¢afds Backup [jopSepy» Backup a Full Server {Vulﬁg
an30f) Backup [qepdfgts 3onpSreopod Volume gpieguajede] Backup [opSREso}
[ey58edorctn 338fgE System State oBd Backup [geoS§edoncSi Full Server Backup
?g Windows Recovery Environment osa00egfs Backup cpboonoudadat GooKgepud
8écnbepefopt (powd 2§ Hard Disk Failures [g6ondfs) [g630cSedqEeone System
Recovery [gopois 20| System ms?o;?ao% Hard disk :2008008cBeadkn ficopb Restore
[ge96§dlonuSn 208 Windows Server Backup Raacdigffs Local Computer a300r0h
Remote Computer 330305 Backup 6op0 Create [gopSfgtssé Manage BeedRtec}
ac\?ﬁw Backup t.pm% Schedule W One-Time Backups [joo5p&s¢
¢¢$ Backup f.\tac:#iﬂétpt(ﬁ »c3s60qpad Run $eaamboopds E‘ic?ﬁmm%cﬂmu& ey
oneon Windows Server Backup fﬁucﬁmﬁ@m@o&cﬂg& B&ﬂmr.ﬁl

Windows Server 2008 ¢, Server Backup ¢ GM(’IO%IW(‘BGB’J&O}EGCE%(WD

donaSu 3?33:6@3536{'0&6030)@: mémcﬁcmrﬁu@o@cpm&

& Faster Backup Technology

Windows Server Backup ¢o Volume Shadow Copy Service (VSS) 3. Block-
Level Backup Te:chnnlngymmg Operating System, File-:;o(? Folder mg{ Volume 0031?
Backup 5€ Recover fjopSeoibdionc voowals Full Backup Feofegroiyeon cotuess,
Windows Server Backup of Configure [op6[§s Data o303 068a88s0pSsc0ieeat
agodap Backup o afptacdceffs Backups i Wc%g&w&ﬂcm& 20833633,
Always Perform Full Backups o egquSooosagfot 208, Backup Wﬁ-‘r‘mﬁ
%qf Windows Version 6030005 wqpif8seogendorcte

& il-pllﬂtd Restoration

2o Restore cpdoa ltem copof Backup cgboooio} Item cogadancs c$22503
Item Gopcfoorageagufs Restore cpd§odoncds Folder 60p03¢o803 Files qprsatcie sdoupch
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File 220 aﬂ:m§_¢a&qaﬁ@nméa Recover oﬁ%&lmusl coddaBcooy Backup 603
mét Manually Restore nExS%&ﬂmcﬁl 3’%?%3“8'1” a0&om Date zacﬁogarfscmmé
Backup Version eo3a3 aguajaSf§e Restore p6§EdonaSn

& Simplified Recovery of your Operating System

Windows Server Backup ¢ 300800003 Windows Recovery Tools Gogoaog

Operating System o3 ogudopgd Recover p6§dioruSu cobom Recover cpboded Same
Server a%_u-oios Hardware Fails EE%cﬁ 0S u%c}mmmc; Hardware %Ew;éo? :ﬂEos
Server oéosadkl 0S8 mﬁ?a‘ém? [G$copS Recover W%Bcﬁmuﬁl

& Ability to Recover Applications

Windows Server Backup om VSS Functionality o3 32001gf8s gEsom Microsoft®
SQL Server® o300 Application 64|, Data 6opa3 wategeeant Protect cpdausdionudy
¢  Improved Scheduling

Windows Server Backup ¢> Wizard Joff§scEsom Daily Backup kepdo) apbeke
©0pGoR3a0305 Schedule Backup cpbea0teosgedorcSi

& Remote Administration

Windows Server Backup ¢o Connect to Another Computer o3 Click o6&t
n@atcg?:ucmo?oﬁ Backups cpSfg€s5€ qEscBal Manage cpSfteept [gepS§EdoncSn

¢  Automatic Disk Usage Management

Scheduled Backup 30305 Disk o Configure cpfBgagocieneor Windows Server

Backup om :nc%mnpcﬁ Disk Usage o3 Manage opbeosdloneSi aofom Backup cop
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coScobeobfs Disk Space scgufeoned} 8850088 wceorndopu Windows Server

Backup o Backup 30080y Create coSodsed Older Backups Gopd) Space
p B : B ¢33

Hacopad Eﬁmémaﬁr&ﬂmtﬁu Management Tool o Backup ¢ q§86¢3, 3003y
Disk Usage Information 6eg03 [gooeosdonods

& Command-Line Support
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